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This thirteenth annual Public Report of the Canadian Security Intelligence 
Service (CSIS) is a retrospective on the year that was for CSIS in 2003. It 
looks back on the 2003 global threat environment, its impact on Canada 
and CSIS’ response. As well, the Report highlights some of the Challenges 
faced by the Service in protecting Canadian security. The publication of 

a CSIS Public Report stems from a requirement identified in 1990 by the 
Special Committee on the Review of the Canadian Security Intelligence 
Service Act and the Security Offences Act to provide parliamentarians 


and the public with increased knowledge about the mandate and 
function of CSIS. 


Public Report 2003 


T.. year 2003 was marked by a global security environment that was characterized by 
a level of instability not seen in years. The many tensions across the world, stemming 
mainly from terrorist activities, continue to have potentially serious consequences for 
Western nations and put their security resources, including those of CSIS, under great 
pressure. Terrorist capabilities and evolving operational methodologies, such as in the 
area of communications, together with the asymmetric configuration of modern terrorist 
organizations, make penetration of these groups extremely difficult and costly. Security 
forces must respond with unrelenting vigilance and creative cooperative responses in 
order to prevail. 


One of the lessons learned following the events of September 11, 2001, was the 
increased need for information-sharing. In response, and as a means of ensuring that 
national security intelligence is shared, analyzed and disseminated to the broader 
security community in Canada, CSIS established the Integrated National Security 
Assessment Centre (INSAC) in 2003. 


Historically, many threats to Canada’s security have originated offshore and required 

foreign investigations in response. Today’s threat environment is increasingly international 
and transnational in nature and more than ever, foreign sources of threat-related information 
constitute an essential part of CSIS investigations. 


The Service continues to be aware of emerging 
terrorist threats and tactics that could affect 
Canadians. A significant proportion of the world’s 
terrorist groups are represented in Canada, with 
Sunni Islamic extremism being the main concern 
within the Counter Terrorism Program. Canada 
also faces, to a lesser degree, domestic issues that 
may lead to extremist acts. Safeguarding the 
public against such threats remains the Service’s 
first priority. Since September 11, 2001, the 
demands placed upon the investigative, analytical 
and liaison capabilities of the Service have sub- 
stantially increased. Operational areas of notable 
growth include immigration screening, security 
screening for government, terrorist entity listings 
and terrorist financing. 


Another Service priority is the investigation of the 
threat posed by weapons of mass destruction 

and conventional arms, including the illicit use 

of otherwise legitimate technologies. CSIS worked 
through its Counter Proliferation Branch to gather: 
information related to biological, chemical and nu- 
clear weapons development programs undertaken 
by foreign governments. Service officers develop 
assessments of threats posed by potential weap- 
ons of mass destruction to Canada or Canadian 
interests and distribute these assessments to the 
broader security and intelligence community. 
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Other priorities include investigating the threats 
posed by espionage and foreign interference; 
transnational organized crime; protecting Canada’s 
economic security; defending against cyberthreats 
to critical infrastructure; and safeguarding the 
confidential information of the Government of 
Canada from foreign governments and others 

that might threaten the security of Canadians. 


In 2003, CSIS’ Front End Screening program of 
refugee claimants to Canada was expanded. ‘This 
program is proving to be successful in identifying 
and filtering potential security and criminal cases 
from the refugee claimant stream early in the 
determination process. 


Managing the Service’s human resources remains 
a key challenge. The need to attract skilled, well- 
trained and motivated staff is central to the ability 
of CSIS to carry out its mandate. The increase in 
budget announced following the events of 2001 
has provided CSIS with financial relief to recruit 
new intelligence officers to handle the Service’s 
increasing operational requirements. However, it 
will take some time before these new personnel 
can be trained and acquire the requisite experience 
to be fully functional. 


The Service must continue to show flexibility in 
being able to adapt and concentrate resources on 
foremost threats. Our target base, while concen- 
trated in large urban centres, is diffused across 

a broad geographical area. The war on terrorism 
will undoubtedly undergo many transformations 
as both sides in this conflict adapt to new world 
realities. While recent events have underscored 
the fact that Canada is not immune from acts 

of terrorism, CSIS will continue to maintain a 
forewarning capability to meet our country’s 
evolving security intelligence needs. 


‘The pages that follow give a more detailed 
description of the 2003 security environment 
and the response of CSIS. 
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Threats to Canadian 
Interests 


he most significant threat to Canada is that posed by terrorism. As Canada continues 
to be an active player in the international struggle against terrorism, it will face increasing 
threats from transnational terrorist organizations. Globally, there is clearly an ongoing 
willingness by groups, individuals and states to use violence in support of political, 
religious, ideological and territorial agendas. Terrorist capabilities, modus operandi, and 
technology continue to evolve, creating increasing demands upon governments and 
security forces to ensure unrelenting vigilance, thorough threat analysis, and creative, 
cooperative responses. Safeguarding against the possibility of a terrorist attack occurring 
in, or originating from, Canada is the highest national security priority. 


Current signs point to increased terrorist threats, particularly from Sunni Islamic 
extremists either directly aligned with or supporting of the ideology espoused by 
Al Qaeda. Osama Bin Laden has vowed to use Al Qaeda to strike the United States 


and its allies, including Canada. 


Recent history has shown that few areas of the world are immune from the threat of 
Sunni Islamic extremism. Morocco, Turkey, Saudi Arabia and Indonesia have recently 
experienced attacks perpetrated by Sunni Islamic extremist groups. In addition, attempts 


to commit terrorist actions by such groups in 
the United Kingdom, France and Italy have been 
thwarted prior to taking place. Al Qaeda remains a 


potent global threat and more attacks are expected. 


Emerging terrorist threats and tactics have 
become more lethal and intelligence failures could 
have catastrophic results. Despite terrorists’ 
demonstrated preference for conventional explo- 
sive devices, the possibility that a weapon of mass 
destruction (chemical, biological, radiological or 
nuclear — [CBRN]) could be acquired and used 
by terrorist groups is now conceivable. Potential 
targets might include food sources and water 
supplies, heavily populated urban centres, and 
infrastructure critical to government and economic 
activity. Changing tactics, the potential use of 
chemical, biological, and radiological weapons, 
and threats to the infrastructure represent 
current realities in the fight against Al Qaeda 
and its adherents. 


Jalil Bounhar, AP 


Successful enforcement initiatives, including 
arrests, removals from Canada and tracking terrorist 
financing, have reduced, but not eliminated, the 
threat posed by these groups. Responding to this 
menace will be the Service’s top priority and a 
substantial portion of the Service’s resources will 
continue to be devoted to this area. 


In addition to the danger posed by terrorism, the 
proliferation of weapons of mass destruction by a 
growing number of states poses a significant threat 
to international peace and stability, and therefore 
to Canada’s own security. Canada is a signatory to 
several international agreements and treaties which 
are committed to prohibiting the development and 
transfer of such weapons. 


Threats to Canada’s national security continue 
to emanate from international criminal organiza- 
tions that undermine the integrity of public and 
private institutions. Other threats emanate from 
countries that dedicate significant resources to 
espionage aimed at acquiring information to meet 
their military, political and economic intelligence 
requirements through covert means. Indeed, 
additional concerns are related to the foreign- 
influenced activities of governments seeking to 
manipulate expatriate communities in Canada. 


As well, public and private sectors in countries 
around the world are becoming increasingly 
dependent on computer-based networks to conduct 
their business and provide services to the public. 
‘The threat spectrum associated with technological 
change is continually evolving, as are the tools and 
techniques being developed to attack and exploit 
computer-based networks. The potential for 
physical interference or cyberattacks against 
Canada’s critical infrastructure has become a 
reality. A large segment of Canada’s critical 
infrastructure is directly linked with similar 
infrastructures globally, particularly with the 
United States. The August 2003 blackout 
demonstrated the economic, physical, and 
psychological impacts resulting from a critical 
infrastructure failure. The effects of a terrorist 
attack on the critical infrastructure of Canada, 


or an associated country, could have profound 
repercussions. 
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Threat Priorities 


Terrorism 


The initially promising geopolitical developments of the 1990s saw the end of superpower 
rivalry and led to fluctuating power and influence structures throughout much of the 
world. ‘Together with ethnic and religious conflicts, they have produced instability and 
created a climate favourable to terrorism. So, although the last few years of the previous 
century saw a reduction in the number of terrorist incidents, the beginning of the new 
millennium witnessed an increase in deadly and indiscriminate terrorist attacks. 
Furthermore, the nature of terrorism itself has changed from that of even a few years 
ago and continues to evolve. 


‘Terrorism can be broadly divided into four categories: 


¢ Religious extremism, with Sunni Islamic extremism being the most serious threat 
at present; 


¢ Secessionist violence, such as the actions of militaristic separatist movements in 
foreign countries; 


¢ Domestic extremism, which includes, but is not limited to, violent elements of 
white supremacist or anti-globalization groups; 


e State-sponsored terrorism. 
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A number of groups or individuals associated 
with international terrorist organizations have a 
presence, or are active, in Canada. Most of their 
Canadian activities support actions elsewhere 
and are often linked to homeland conflicts. 
Those activities include using Canada as a base 
for fundraising and lobbying through front 
organizations; providing support for terrorist 
operations; procurement activities; planning and 
organizing terrorist activities abroad; and coercing 
and manipulating immigrant communities. 


Religious Extremism 


Sunni Islamic extremism remains the primary 
focus of the CSIS Counter ‘Terrorism program. 
Since the September 2001 attacks, the Sunni 
Islamic terrorists’ pattern of multiple coordinated 
bomb attacks against civilian targets has become 
tragically familiar. Attacks in Turkey and Morocco, 
during 2003, indicate that the threat has 

not diminished and is extending to hitherto — 
untouched countries. 


Sy te 
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‘The stated goal of many Sunni Islamic terrorist 
groups consists in eliminating Western influence 
and secular forms of government in Muslim 
countries, as well as establishing theocratic states 
following their interpretation of Islamic law. 
Al Qaeda is one such organization. Headed by 
Osama Bin Laden, it functions as an umbrella 
organization of Sunni Islamic terrorist groups, 
and has been described as a network. It has 
proven to be the most lethal terrorist entity 
and its brand of terrorism transcends national 
and organizational boundaries. 


Secessionist Violence 


Secessionist violence continues to rip apart various 
communities, and these conflicts often find their 
way into the multicultural fabric of Canadian 
society. In Sri Lanka, for example, a murderous 

civil war seems ready to flare up again into armed 
conflict, despite peace negotiations. The Liberation 
Tigers of Tamil Eelam (LTTE), one of the warring 
parties in Sri Lanka, is a sophisticated organization 
that pioneered the use of human suicide bombers 
for terrorist operations. Its presence in Canada, as 
well as that of other terrorist entities of the same 
ilk, affects the life of new Canadians seeking to flee 
political turmoil. 


Domestic Extremism 


The potential for terrorist violence is not exclusively 
foreign-based. Domestically grown threats do exist. 
Violence can originate from any number of domestic 
radical groups ranging from the neo-Nazi movement 
to the violent fringe of any number of single-issue 
groups such as the ecological, animal-rights or 
anti-globalization movements. Canada is a diverse 
country, where democratic and open debates about 
political, linguistic, ethnic or religious issues are 
the norm. However, there remains a violence-prone 
margin of loosely attached persons who may resort 
to violence to achieve their goals. Throughout its 
existence, in accordance with the principles of 

the CSIS' Act, the Service has been responsible for 
advising government regarding these attempts to 
resort to violence, without preventing the legitimate 
expression of political views, including ones 
dissenting from the majority of Canadian society. 


State-sponsored Terrorism 


‘There is an ongoing need for intelligence about 
the threats posed by states which, as a matter of 
national policy, support terrorism. Several states 
continue to provide various means of support for 
terrorist groups, including funding, training, or 
the provision of a safe haven. 


State sponsorship of terrorism threatens security 
interests in Canada and abroad. A number of 

terrorist groups that are known to be supported by 
national governments, such as the Hizballah, have 
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some presence in Canada. In addition, a number of 
Canadian citizens and Canadian organizations are 
present in parts of the world where they could be 
the targets of state-sponsored terrorist groups. 
The Service continues to monitor the activities 
of countries that support terrorism and of terrorist 
groups that receive their support. 


Disturbing Trends 


Over the years, the Service has seen the changing 
face of terrorism and is responsible for recognizing 
different trends in order to forewarn and help pro- 
tect Canada and Canadians from such threats. The 
political terrorism of the 1980s, as exemplified in 
Europe by groups such as the Rote Armee Fraktion 
(Red Army Faction) or the Cellules communistes 
combattantes, and in Canada by Direct Action, was 
political in ideology. ‘Today, religion is often used 
to justify terrorist violence. And while at one time 
the majority of operatives were long-time political 
activists from the middle class, today’s terrorist 
operatives come from all classes and sectors of 
society. Ahmed Ressam, as a case in point, had no 
political aspirations and it is religious extremism 
that guided him in his attempt to commit a terrorist 
attack against the Los Angeles airport in 1999. 


While in the past the Service often faced highly 
disciplined, centralized organizations, today’s 
terrorism is complex and fluid. While some terrorist 
groups have retained a rigid organization, others 
operate without a formalized structure. Some 
terrorist groups do not hesitate to forge alliances 
of convenience with other factions, or even with 
rivals, in pursuit of their objectives. 


An increasing number of terrorist groups have taken 
advantage of opportunities derived from advances 

in the fields of technology, communication and 
transportation. Wireless communication, the 
Internet, encryption and financial wire transfers are 
some of the means used by terrorist organizations to 
covertly communicate and maintain relationships, all 
of which present challenges to those charged with 
investigating the activities of such organizations. 
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‘Terrorists are also considering new means of 
inflicting casualties, seeking to maximize death 
and destruction. These means of inflicting massive 
casualties need not be the use of biological, 
chemical or nuclear weapons and could just as 
easily be the use of improvised radiological (high 
explosives combined with radioactive material to 
contaminate the explosion site and its surrounding 
area) or thermobaric weapons (high-energy 
explosives combined with incendiary material 

to produce intense heat and a bigger blast for 
destructive effect). While just a decade ago 
terrorists committed acts of violence for an 
audience, today’s terrorist will not hesitate 

to kill his audience to achieve his goal. 


The war on terrorism will continue and undergo 
continuous transformation as both sides in this 
conflict adapt to new world realities. In the 
coming year, it is expected that Al Qaeda will 
continue to conduct sporadic, coordinated, 
multiple suicide bombing attacks, with the aim 
of inflicting sizeable destruction and fatalities. 


Canada is not immune from acts of terrorism. 

As Canada continues to be an active player in the 
international struggle against terrorism, it will face 
increasing threats from transnational terrorist orga- 
nizations. CSIS will continue working with partner 
agencies toward countering terrorist operations, 
disrupting terrorist financing networks in Canada, 
and denying refuge in this country to members of 
terrorist entities. 


Proliferation 


The threat posed by the proliferation of weapons of 
mass destruction (WMD) — nuclear, chemical and 
biological weapons and their means of delivery — is 
complex and global, undermining both Canadian 
national security and global stability. 


Efforts by a growing number of state and non-state 
actors to develop and produce weapons of mass 
destruction have accelerated. States seeking to 
develop WMD often lack the indigenous capability 
to develop and produce them, and try to procure 
critical components, technology and expertise for 
their WMD programs from abroad, including from 


Canada. To counter this threat, the Service collects 
information, maintains close relationships with 
other government departments and with foreign 
services, and advises the Government of Canada on 
the doctrines of various states and terrorist groups 


and on efforts to acquire materiel for such weapons. 


In the 1980s and early 1990s, the Service’s 
analysis of proliferation and technology transfer 
issues concluded that Canada’s high-technology 
sectors were systematically being targeted by some 
countries and that a small core of leading-edge 


Stringer, Associated Press 


Canadian companies were the focus of targeting 
by hostile intelligence services. At the time, there 
was evidence that some foreign governments were 


also sending students and scientists to Canada to 
procure expertise and technology related to the 
development of WMD. 


Today, the proliferation of WMD and their 

delivery systems poses a significant threat to 
international peace and stability, as proliferation 

of these weapons 1s taking centre stage among 

the world’s geopolitical tensions. Many of the same 
countries attempting to acquire or develop WMD 
also continue to support terrorism as an instrument 
of national policy. The changing face of terrorism 
has made the potential use of CBRN weapons in 
terrorist attacks much more likely. CBRN attacks, 
if successfully executed, could have devastating 
consequences. Al Qaeda, for example, is known to 


have shown a strong interest in the development 
of CBRN weapons. 


Espionage and Foreign- 
influenced Activities 


When CSIS was first established in 1984, 
countering espionage and foreign-influenced 
activities were its primary focus. During the Cold 
War, when the United States and the Soviet Union 
were pitted against each other in a nuclear arms 
race, Soviet bloc nations sought to gain advantage 
over Western nations through sophisticated 
espionage activities focussing on political and 
military information. The counter-intelligence 
threat environment has changed since the 
disintegration of the Soviet bloc and the fall of 
the Iron Curtain, and while espionage is still a 
very serious threat, technological developments 
and increasing global economic competition have 
brought other threats to prominence as well, such 
as those from economic espionage, information 
operations and transnational criminal activity. 


Espionage and Foreign 
Interference 


Since the end of the Cold War, the threat posed by 
traditional espionage and foreign interference has 
changed, but has not diminished. While some 
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of the perpetrators are different, and some former 
adversaries have become allies, many foreign 
governments continue to target Canada through 
such activities. The arrest in 1996, after a CSIS 
investigation of two Russian espionage agents 
posing as Canadian citizens, demonstrated the 
continued threat that espionage poses. 


Intelligence services of foreign governments 
continue to seek information related to Canada’s 
scientific and technological developments, critical 
economic and information infrastructures, military 
and other classified government information, 
putting at risk Canada’s national security. 
Adversaries are utilizing new skills, specialized 
knowledge and cutting-edge technology to acquire 
their intelligence, challenging the Service to find 
new and innovative ways to counter these threats. 
Certain countries also continue to use intelligence 
services to monitor, manipulate, threaten or 
exploit expatriates who reside in Canada, despite 
strong warnings from the Canadian government. 
Investigating traditional intelligence-gathering and 
foreign-influenced activities is subtle by nature and 
consequently resource-intensive, and the Service 
continues to dedicate substantial resources to 
countering this threat. 


Economic Security 


Attempting to enhance their economic 
competitiveness and improve their standards of 
living, some foreign governments resort to economic 
espionage against technologically and industrially 
advanced nations such as Canada. Economic 
espionage can be described as illegal, clandestine 
or coercive activity by a foreign government in 
order to gain unauthorized access to economic 
intelligence, such as proprietary information or 
technology, for economic advantage. Several sectors 
of the Canadian economy are considered sensitive 
and likely targets of foreign interest, including: 
aerospace, biotechnology, chemicals, communica- 
tions, information technology, mining and metal- 
lurgy, nuclear energy, oil and gas, and environmental 
technologies. Certain foreign governments direct 
their departments, state-owned corporations 

and intelligence services to engage in economic 
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espionage against Canada. Visiting foreign 
students and scientists, exchange personnel, 
delegations, business persons and members of 
émigré communities in Canada can be used for 
this purpose. The Service’s Liaison Awareness 
Program is intended to raise awareness within 
industry and government departments so as to 
limit the loss of economic information. 


The mandate of CSIS relative to economic 
espionage is to investigate clandestine activities 
by foreign governments that are potentially 
detrimental to Canada’s economic, commercial 
and foreign policy interests. The Service seeks 
to forewarn government when the otherwise 
level playing field of free market competition 

is deliberately tilted against Canadian industry. 


Information Operations 


Advances in communications and information 
technology over the past several decades have 
revolutionized the efficiency with which goods and 
services can be produced and delivered. However, 
a growing dependence on computer networks has 
also brought with it new vulnerabilities. Canada’s 
critical infrastructure is largely operated through 
the use of computer networks, which makes 
protecting these networks increasingly a matter 
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of national security concern. Some adversaries 
might consider a nation’s critical information 
infrastructure as attractive a target as its physical 
assets. Foreign countries, terrorists with political, 
ideological or religious beliefs and hackers with no 
cause except a determination to create mischief, 
all represent potential perpetrators of cyberattacks, 
and geography serves as no barrier. ‘he recent 
proliferation of high-profile viruses and worms 
transmitted via the Internet and e-mail has 
garnered the attention of the media and raised 
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the public’s awareness of the importance of 
information protection and the destruction that 
such attacks can cause. The Service identified this 
threat many years ago and continues to focus on 
this growing risk, working with other government 
departments and allied intelligence services to 
advise government on the potential threat posed 
by information operations. 


Transnational Criminal Activity 


‘Transnational criminal activity is a growing 
international problem. Transnational crime 
involves the globalization of organized criminal 
activity such as drug trafficking, migrant smuggling, 
corruption, arms dealing and money laundering. 
‘Technological advances have made borders 
irrelevant to telecommunications and financial 
transactions, reducing the obstacles to organized 
criminal activities. ‘Iransnational crime organiza- 
tions threaten law and order and attack the very 
fabric of life in a democratic, law-abiding society 
like Canada, directly affecting people’s sense of 
security, trust, order and community. Transnational 
crime also poses a serious threat to the economic 
security of the nation since its basic activities 
serve to undermine the workings of a free-market 
economy. Many of the world’s major transnational 
criminal organizations, from all parts of the globe, 
are represented in Canada. 


The Service contributes to the broader 
governmental effort in fighting the threat posed 

by organized crime; it provides the Government of 
Canada with strategic intelligence about the extent 
and nature of threats to the security of Canada, 

and generates tactical information to appropriate 
law enforcement agencies. The liaison relationships 
which the Service maintains with foreign 
intelligence agencies help CSIS investigate 

and analyze this worldwide problem. 
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Operational Activities 


Intelligence Collection 


Intelligence collection is the preliminary phase of the Service’s advisory role to 
government. Information from members of the public, foreign governments and 
technical interception of telecommunications are combined with information from 
open sources including newspapers, periodicals, academic journals, foreign and 
domestic broadcasts, official documents and other published material. 


The Service uses a variety of collection methods to investigate individuals or groups 
whose activities are suspected of constituting a threat to national security. Through 
such investigations, the Service can identify individuals with suspected connections 
to terrorism, proliferators of WMD, persons operating in Canada on behalf of hostile 
intelligence services as well as those involved in transnational criminal activities. 

In addition to these activities, the Service is required to inform the government of 
foreign-influenced activities that are detrimental to the interests of Canada, are 
clandestine or deceptive, or involve a threat to any Canadian. 


In planning an investigation, care is taken to ensure an appropriate balance between 
the degree of intrusiveness of an investigation and concern for the rights and freedoms 
of those being investigated. Investigations which may call for the use of more intrusive 
techniques, such as the interception of telecommunications, are subject to a rigorous 
process of challenge and controls, including a review by senior management committees 
chaired by the CSIS Director (with representation from the departments of Justice and 


Public Safety and Emergency Preparedness), 
followed by ministerial approval. The CS/S Act also 
requires that judicial authorization, in the form of 
a Federal Court warrant, must be obtained before 
certain intrusive techniques are used. A Federal 
Court judge must be satisfied, after examining a 
warrant and accompanying affidavit presented 

by the Service, that there are reasonable grounds 
to justify issuing such a warrant. 
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Operations Abroad 


In keeping with the more complex threat 
environment, the Service must deal with the 
challenges posed by the increasingly international 
and transnational nature of the threat. In response 
to this trend, CSIS has been required to make 
operations abroad a more integral part of its work. 
Foreign sources of threat-related information have 
become predominant and security intelligence 
investigations which begin in Canada cannot 
simply cease at the Canadian border. 


While CSIS has been conducting operations 
abroad for many years, the complexity of the 
operations has evolved, and will continue to 
evolve, as the Service acquires experience and 
develops new skills. 
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Intelligence Analysis 


The primary mandate of CSIS is to collect and 
analyse information, and to report to and advise 
the government on threats to the security of 
Canada. Analysts in all of the Service’s operational 
programs use their knowledge of regional, national 
and global trends to assess the quality of all types 
of information gathered, and organize it into 
useful security intelligence, serving the role of 
value-added intermediaries between the collection 
of intelligence and its dissemination to the 
federal government and law enforcement 
authorities. CSIS approaches its responsibilities 
for intelligence analysis from three perspectives: 
strategic, tactical, and open source. 


Strategically, CSIS monitors, assesses and reports 
on emerging trends and issues which could affect 
the security of Canada. These strategic assessments 
focus on thematic, global and potential threats, and 
usually serve policy and strategic decision-makers. 


Tactically, the Service analyzes, publishes and 


-disseminates intelligence products which address 


current threats to the security of Canada. Tactical 
analysis tends to concentrate on case-specific or 
country-specific threats, and supports a specific 
client or purpose. The continued monitoring 

by subject-matter experts allows for timely 
tactical products and is also part of the strategic 
analysis process. 


CSIS produces open-source material, such as the 
Commentary, Perspectives and Backgrounder series, 
which are posted on the CSIS Web site. These 
products use existing open-source information on 
security issues and distill it into a concise discus- 
sion of value to intelligence professionals, clients 
in other departments and to the general public. 


As a result of the events of September 11, 2001, 
the Anti-terrorism Act was brought into force on 
December 24, 2001. Among other powers, this 
Act authorizes the government to create a list of 
individuals and groups which are referred to, for 
the purpose of the Acr, as terrorist entities. 
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of visitors from countries of terrorist concern 
and the screening of applicants for Canadian 
citizenship. Section 14 of the CSTS Act authorizes 
the Service to provide security-related advice 

in screening applicants through the various 
immigration and citizenship processes. 


‘The Service’s responsibilities in this area 

have expanded in recent years, reflecting 

the Government of Canada’s commitment to 
counter imported threats to Canadian security 
and substantive revisions of Canada’s immigration 
legislation. ‘The screening of higher-risk overseas 
applicants and Front End Screening of refugee 
applicants have been added to the duties of CSIS. 


The Front End Screening Program is a 
government initiative instituted to ensure that 

all refugee claimants arriving in Canada are checked 
against CSIS and RCMP records at the beginning 
of their refugee protection determination process. 
‘This program, carried out in cooperation with 
Citizenship and Immigration Canada (CIC) 

and the CBSA, was implemented to identify 

and filter potential security cases from the 
refugee claimant stream as early as possible 

in the determination process. 


A second distinct, yet complementary, program 
assists in identifying visitors and refugee claimants 
who are inadmissible for security reasons at 
Canadian ports of entry. This program, known as 
the Port of Entry Interdiction Program, also seeks 
to prevent persons who are inadmissible under the 
IRPA from entering or gaining status in Canada. 
Should a front-line CBSA officer posted at a port of 
entry have security concerns about an individual’s 
admissibility to Canada, a CSIS officer may be 
requested to conduct a joint interview of the 
individual and to provide security-related advice. 
‘The Service continues to have a presence at 
selected Canadian border crossings and 
international airports. 


The Service conducts security screening of 
immigrants and refugees who apply for permanent 
residence status both from within and outside 
Canada. The Service has sole responsibility for 
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the security screening of immigrants who apply 
for permanent residence from within Canada. 
Applications that originate outside Canada are 
managed by the Overseas Immigration Screening 
Program under which the Service shares respon- 
sibility for security screening with CBSA officials 
based abroad. Generally, CSIS only becomes 
involved in the overseas screening process either 
upon request from CBSA or upon receipt of 
adverse information about a case from established 
sources, allowing the Service to concentrate on 
higher-risk cases. 


The purpose of the Service’s Visa Vetting program 
is to identify and stop terrorists from entering 
Canada. ‘The program applies to nationals or cur- 
rent residents of a number of countries suspected of 
assisting terrorists, condoning or endorsing terrorist 
activities, or serving as potential bases for launching 
terrorist operations. Applicants from those countries 
are vetted through the Service for inadmissibility 
under the security provisions of Section 34 of the 
IRPA, before a visa is issued. 


The Service also provides CIC with security 
assessments on applicants for Canadian citizenship. 
Under this process, CIC forwards all applications 
for citizenship to CSIS for review. ‘The Service 
advises if any security concerns relating to a 
particular application surfaced in the course of 

its checks and provides CIC with relevant 

security advice. 


While the Service provides CIC with security 
assessments on visitors as well as applicants for 
permanent residence and Canadian citizenship, 
it is the Minister of Citizenship and Immigration 
who ultimately determines the merits of an 
application. As of the end of 2003, CSIS 
processed over 204,000 cases under the 
Immigration and Citizenship Screening program. 


Government Screening 


The Government’s screening program provides 
security assessments for all government 
departments and institutions with the exception of 
the RCMP. which continues to conduct its own 
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investigations. [he Service also provides security 
assessments for site access programs at airports, 
Parliamentary precincts and nuclear power stations, 
for special events and for some provincial security 
clearance programs. ‘These programs assist in 
enhancing security and reducing the potential 
threat from terrorist groups and foreign 
governments which seek advantage from 

gaining access to classified information or 

other assets and material. 


‘The majority of CSIS Government Screening 
resources are devoted to federal government 
departments. Under the Government Security 
Policy (GSP), federal employees, members of 
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the Armed Forces or persons under contract to a 
government department who in the performance 
of their duties have access to classified govern- 
ment assets or information, are required to hold 
security clearances. While the Service assists the 
originating department by providing an assessment 
of an individual’s loyalty, and reliability in relation 
thereto, to Canada, all departments have exclusive 
authority under the GSP to grant or deny security 
clearances. 


During the past two decades, the Government 
Screening Program has expanded in terms of 
numbers of clearance requests, the size of the 
client base and the number of site access programs 
authorized by statute or regulation (the Airport 
Restricted Area Access Clearance Program under 
the Aerodrome Security Regulations and site access 
clearance for nuclear sites under the Nuclear Safety 
Control Act). The Service has also expanded its 
Government Screening Program by entering into 
agreements with non-federal clients. 


‘The average time required to process government 


security applications ranged from six days for 


Level I (Confidential) applications to 72 days for 
Level III (Top Secret) applications. In 2003, the 
Service processed over 79,000 requests under the 
Government Screening Program. 


Foreign Screening 


CSIS has reciprocal screening agreements with 
the governments of some foreign states, foreign 
agencies and international organizations under 
which it provides them with security assessments. 
All persons affected by this procedure provide 
their agreement in advance. Requests for foreign 
screening typically fall within two categories: 
database checks and enquiries on Canadian 
residents wishing to take up residence in another 
country; or checks and enquiries on former and 
current Canadian residents who are being 
considered for classified access in another 
country. In 2003, the Service was asked to 
process over 1,200 cases in this program. 
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Public Report 2003 


Human Resources 


CSIS has developed a workforce capable of meeting the demands that today’s 


threat environment presents. The Service has undertaken recruitment programs to 
hire experienced, educated and well-rounded individuals in a variety of disciplines, 
whose travels and diversity have acquainted them with foreign countries and languages. 


As a result, the Service’s workforce is more representative of the Canadian population 
than at any time since 1984, when CSIS was formed. For example, seven per cent of 
intelligence officers were female in 1984, compared to 36 per cent in 2003. Today, English 
is the first official language of 63 per cent of CSIS employees while French is the first 
language of the remaining 37 per cent. All new recruits to intelligence officer positions 
must be bilingual to qualify. The Service offers language training to people who need it 
before they become full members of the organization. 


In 2003, 8.2 per cent of CSIS employees are visible minorities of various ethnic back- 
ground, and one-third of intelligence officers speak a non-official foreign language. In 
addition to their travel and post-graduate work experience, one-quarter of intelligence 
officers have more than one university degree. 


This diversity of backgrounds, knowledge and skills has been helpful as the Service 
continues to shift its operational resources to the areas of greatest priority. 


The charts that follow illustrate the financial and human resources that CSIS is putting to 
work to address Canada’s national security threats. The increases in resources for Public 
Safety and Anti-terrorism, beginning in 2001-2002, reflect budgetary increases provided 
through the December 2001 federal budget. Further to those resources, the Service has 
also received additional funding to cover operational requirements related to the Marine 
Security and the Smart Borders Declaration. 
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Challenges 


W... the fundamentals of the CS/S' Act have not changed in the nearly 20 years of 
its existence, the challenges to the Service have. Nevertheless, the Act’s design has pro- 
vided CSIS with the flexibility to adapt to a more diverse and complicated global threat 
environment and increased demand for the services that it provides. 


The Changing Threat Environment 


In the early days of CSIS, the majority of its operational resources were dedicated to 
threats from espionage, clandestine foreign interference and subversion. Over time, 
however, CSIS has shifted its operational priorities to meet requirements related to public 
safety, most notably exemplified by the growing threats of international terrorism and the 
proliferation of weapons of mass destruction. ‘The bombing of Air India in 1985, the 1993 
attack against the World Trade Center in New York, the Ahmed Ressam case in 1999 and 
the September 11, 2001, terrorist attacks in the United States have all been watersheds 
in the Service’s evolution. 


17 


In 2003, the global security environment was 
characterized by a level of instability not seen in 
years. There is a clearly demonstrated willingness 
by individuals, groups and states to use violence in 
support of political, religious, ideological and ter- 
ritorial agendas. In particular, the actions of Islamic 
terrorists operating under Al Qaeda auspices have 
put Western security resources, including those 
of CSIS, under considerable pressure. Preferred 
target venues include locations that could yield 
maximum destruction and casualties, and the 
potential for use of weapons of mass destruction 
remains of primary concern. 


Getty Images 


Given that virtually all current threats to the 
security of Canada either have their origins abroad 
or are manifested across international borders, 
CSIS has had to increasingly look outside Canada’s 
borders, both to understand the threat and to build 
strong cooperative relationships with intelligence 
services around the world. These progressively 
more complex and resource-intensive operations 
continue to challenge the Service. 
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Yet another challenge is the Service’s ability to 
keep pace with the rapid development, growth and 
availability of technological and communications 
advances that increasingly offer potential threat 
perpetrators the ability to further their aims 

and cover their tracks. The increasingly diffuse 
nature of the threats has resulted in a wider 
variety of targets, with varied technical capabilities, 
vulnerabilities and communication tradecraft. ‘The 
Service endeavours to meet this challenge through 
collaboration with domestic and foreign allies and 
must continually work to upgrade its capacity 

to lawfully intercept the communications of 

its targets. 


Changes in the threat environment have also 
created an increasing number of demands from 
the Service’s client departments. In few areas is 
this more evident than in security screening. Since 
the events of September 11, 2001, CSIS has been 
tasked with additional duties in the areas of 
front-end screening of refugee claimants, the 

Port of Entry Interdiction Program and the FAST 
program, and has received an increased number 

of requests for screening from previously non- 


traditional clients, such as provincial governments. 


‘The Service continues to attempt to build capacity 
to meet the increasing challenges presented and 
the resultant increased demand for its services, 

but its resources are strained. Increased budget 
allocations provided after September 11, 2001, 
have allowed the Service to bring some additional 
resources to bear in dealing with these demands, 
but these resources are not yet fully operational. 


The Service continues to rely on risk management 
and flexibility to concentrate its resources on 

the most significant threats, while ensuring its 
capability to respond to emerging issues. While the 
recent addition of resources expands the Service’s 
capacity, in the long term, managing the opera- 
tional needs of the Service will continue to be a 
challenge in light of ever-increasing demands. 
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Public Report 2004-2005 
CSIS 


The CSIS Public Report for 2004-2005 was delayed as the Service was 
shifting the period of review from the calendar to the fiscal year. This report 
covers the period from April 1, 2004 to March 31, 2005. 


A Changed World 


Canada’s threat environment has changed dramatically since 1984, when the 
Canadian Security Intelligence Service (CSIS) was created. At that time, the main 
global concern was the rivalry between the United States and the Soviet Union. 
CSIS focused most of its efforts and resources on threats posed by espionage 
activities, clandestine foreign interference and subversion. 


In the early 1990s, transnational terrorism began to emerge as the most 
serious security threat. Today, terrorism is the primary focus of the Service. 
However, two other serious threats continue to demand attention: (1) the 
worldwide proliferation of weapons of mass destruction; and (2) espionage 
and other foreign-influenced activities. 


Priorities 
Terrorism 


The Service’s highest priority in 2004-2005 was to safeguard against the 
possibility of a terrorist attack occurring in or originating from Canada. Associated 
with this, CSIS sought to stop terrorist fundraising and related activities from 
occurring in Canada. 


Terrorism is not new to Canada. The 1985 bombing of Air India Flight 182 

was the single most lethal terrorist act in Canadian history. However, the current 
terrorist threat should not be underestimated. Because Canada plays a military role 
in Afghanistan, it is a terrorist target and has been specifically named as such by 
Osama Bin Laden. And while Canada has not yet been directly attacked, terrorist acts 
have claimed the lives of Canadians: 24 in the 9/11 attacks and 2 as a result of the 
2002 bombings in Bali. More recently, Cpl. Jamie Brendan Murphy of the Canadian 
Forces was killed by a suicide bomber in January 2004 while on duty in Afghanistan. 
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Other factors contribute to the seriousness of the threat: 


Persons trained in terrorist training camps as well as veterans of campaigns in 
Afghanistan, Bosnia, Chechnya and elsewhere are known to reside in Canada. 


Canadians who have travelled to Iraq to fight in the insurgency may return 
home with new skills and new motivations. 


A relatively large number of terrorist groups are known to be operating in 
Canada, engaged in fundraising, procuring materials, spreading propaganda, 
recruiting followers and conducting other activities. 


Terrorist groups continue to intimidate and exploit Canada’s immigrant and 
expatriate communities, sometimes through front organizations. 


Canadian residents and citizens are known to have planned operations against 
foreign targets, and to have personally participated in them. 


Terrorists in Canada have conducted preliminary reconnaissance against 
potential Canadian targets. 


Canadian Terrorists Active Overseas 


Abdel Rahman Jabarah was sought for his involvement in the 
bombing of residential compounds in Riyadh, Saudi Arabia, in May 
2003. In July 2003, he died in a gun battle with Saudi security forces. 


His brother, Mohammed Jabarah, was involved in a foiled plot to 
attack foreign embassies in Singapore. He is currently detained in 
the United States. 


Kassem Daher was imprisoned in Lebanon for his involvement in an 
armed clash between a radical Islamic group and Lebanese forces 
in early 2000. 


Abderraouf Jdey and Faker Boussora both attended Al Qaeda 


training camps. Jdey made a “suicide video” for Al Qaeda in 
which he pledged his life for the movement. Both are still at 
large and believed to be operationally active abroad. 
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Extremists and Terrorists in Canada 


In 2004-2005, several citizens of other countries were held or continued to be 
constrained under security certificates. These included: Ernst Zundel, a leader within 
the Canadian and international White Supremacist movement; Mohamed Mahjoub, 
a member of Vanguards of Conquest, a radical wing of the Egyptian Islamic Jihad; 
Mahmoud Jaballah, senior operative of the Egyptian Islamic terrorist organization 
Al Jinad; and Hassan Almrei, Mohamed Harkat, and Adil Charkaoui, suspected of 
association with Al Qaeda. 


The security certificate process prevents Canada’s immigration laws from being 
misused by the few who would seek to undermine the security of Canadians and the 
multicultural society in which we live. It enables the government to seek removal of 
a permanent resident or a foreign national based on information that, if disclosed, 
would be injurious to national security or the safety of any person. 


Certificates are used only to remove non-citizens who pose the greatest threat 
to Canada and Canadians. A security certificate is issued in exceptional circum- 
stances and the measure is employed judiciously. Since 1991, only 27 certificates 
pertaining to 26 individuals have been issued. 


On March 11, 2004, in Madrid, 10 explosive devices were 
detonated on four commuter trains during the morning rush hour, 
killing 200 people and injuring more than 1,400. 


Investigations pointed toward a cell of Moroccan nationals in 

Spain. Within a month, police had arrested or detained more than 

20 people. Apparently, none had previously attended terrorist training 
camps or participated in terrorist attacks outside Spain. 


On April 2, Spanish authorities thwarted an attempted bombing of 
the track of a high-speed train. Shortly afterward, police identified 
an apartment south of Madrid as the base of operations for indivi- 
duals suspected in both cases. They raided the apartment on April 3; 
trapped inside, the suspected terrorists set off explosives, killing 
themselves and one of the policemen in the blast. 
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The explosives were found to be of the same type used in the 
March 11 attacks and the attempted railway bombing. It is 
generally assumed that the terrorists who died in the apartment 
were responsible for both attacks. 


By the end of the year, further arrests had been made and the 
pursuit of other suspects continued. 


Al Qaeda and Like-Minded Groups 


The stated goals of Al Qaeda and similar groups are to eliminate Western 
influence and secular forms of government in Muslim countries, and to establish 
theocratic states adhering to what most commentators see as a radical and 
distorted interpretation of Islamic law and history. 


Headed by Osama Bin Laden, Al Qaeda is an umbrella organization for a 
wide array of terrorist groups. It is really a network of individuals and organizations 
acting both independently and in cooperation with each other. The network is ever- 
changing, making it an elusive target for intelligence agencies. 


During the reporting period, terrorists struck in many countries. Outside 
of Israel, Iraq and Afghanistan, the highest death tolls were in Southeast Asia 
(Indonesia, Thailand and the Philippines), Spain, Uzbekistan and Bangladesh. 
Other attacks were thwarted by authorities in several countries, including the 
United Kingdom, France and Italy. 


A growing number of countries are experiencing attacks by terrorist groups 
affiliated with Al Qaeda. Because this form of terrorism ignores borders, it is 
characterized as transnational terrorism. 


Secessionist Violence 


Secessionist violence in different regions of the world can affect Canada’s 
ethno-cultural communities. For example, the long-standing conflict in Sri Lanka 
has had an impact on Sri Lankan immigrants in Canada: the Liberation Tigers 
of Tamil Eelam (LTTE), a sophisticated organization that pioneered the use of 


human suicide bombers, have actively recruited and raised funds among Canada’s 
Tamil immigrant community. 
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Another group with secessionist goals and links to Canada is the Kongra-Gel, 
a Kurdish group formerly known as the PKK. * In June 2004, the group renewed its 
campaign of terrorism against the Turkish government. 


Domestic Extremism 


Terrorist violence in Canada is not always related to conflicts beyond our 
borders. In fact, several violent campaigns have been conducted by homegrown 
terrorists, including the Front de libération du Québec in the 1960s and 1970s, and 
Direct Action, responsible for the 1982 BC Hydro and Litton Industry bombings. 


Even today, a number of people are prepared to resort to violence to achieve 
their goals. Among these are neo-Nazis and violent fringe elements of single-issue 
groups from the ecological, animal-rights and anti-globalization movements. CSIS 
respects the rights of all to political dissent and freedom of speech. At the same 
time, the Service continuously assesses the potential for violence resulting from the 
activities of members of such groups. 


The Beslan School Siege Vian WIE 


On September 1, 2004, 33 armed terrorists took approximately 
1,300 schoolchildren and adults hostage at School Number One 
in the town of Beslan in the Russian republic of North Ossetia. 


Shortly afterward, the terrorists executed 20 adult male hostages, 
wired the school with explosives, and threatened to execute or blow 
up more hostages. They also refused to allow food, water or medicine 
to be delivered to the hostages. Among their demands was the with- 
drawal of all Russian troops from Chechnya. Attempts to negotiate an 
end to the standoff failed. 


On the third day, amid much confusion, a massive battle took place 
between the hostage-takers and Russian security forces, during 
which the terrorists detonated their explosives. As a result, approxi- 
mately 339 people were killed. At least 171 of them were children; 
only 11 were soldiers. Approximately 445 people were wounded. All 
but one of the hostage-takers died in the battle. 


1 The PKK is listed as a terrorist entity for the purposes of Part Il. of the Criminal Code of Canada. 
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Trends and Developments 


Transnational terrorist groups today are increasingly sophisticated. Many of 
their members are well-educated and multilingual. A growing number are skilled 
in modern technology and use it to communicate with each other via encrypted 
messages, to transfer funds electronically, and to mount cyberattacks against 
private-sector and government targets. 

In 2004-2005, terrorists continued to: 

2 display a willingness to die for their cause(s); 
<  qugment their ranks, largely as a result of the conflict in Iraq; 


&  Jaunch attacks globally, including in countries not previously targeted; 


<target “soft” (i.e. non-military) targets, with the aim of killing as many 
people as possible; 


& demonstrate outstanding operational security, highly effective planning skills 
and the ability to run operations in several countries simultaneously; 


& exploit and intimidate immigrant communities; 


& ~~ attempt to acquire more lethal weapons, including chemical, biological, 
radiological and nuclear devices; 


& further refine their use of the Internet, particularly Internet news media, as a 
propaganda and recruitment tool; 


equip themselves with sophisticated devices and weaponry, including rockets 
and missiles; and 


= recruit a growing number of young, second-generation immigrants with little or 
no previous link to terrorism. 


Organizationally, Al Qaeda and its affiliates have become increasingly dispersed 


and loosely linked, with far-flung elements that are more likely to act autonomously. 
This makes them more difficult to identify, monitor and forestall. 
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Despite the greater challenges, there were numerous positive developments 
in combatting terrorism. On the international front, these included: 


increased anti-terrorism efforts by many countries, often supported by stronger 
legislative/government authority and increased resources; 


& increased cooperation between security and intelligence agencies, often with 
positive results; 


the death or capture of a significant number of terrorists; 


& a diminishing number of sanctuaries for terrorists; and 


the thwarting of several potentially catastrophic attacks as a result of 
heightened public awareness, rapid information exchanges, and coordinated 
responses by security and law enforcement agencies. 


On the domestic front, CSIS contributed to several successful enforcement 
initiatives, including information leading to arrests, removals from Canada and the 
tracking of terrorist financing. 


Proliferation 


CSIS takes very seriously the threat posed by the proliferation of weapons 
of mass destruction (WMDs)—nuclear, chemical, biological and radiological 
weapons—as well as the proliferation of systems for delivering WMDs to intended 
targets (e.g. missiles). Controlling their spread is a challenge requiring international 
commitment. 


The Service works with its domestic and international partners to monitor devel- 
opments around the world, and to identify countries and terrorist organizations that 
seek to develop, acquire or use WMDs and delivery systems. Concern has focused 
on several states’ attempts in this direction. CSIS will continue to investigate such 
activities, as well as efforts by those states to procure any technology/material from 
within Canada that could support WMD development. 
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Espionage and Other Foreign-Influenced Activities 


Crime Knows No Boundaries 


Taking advantage of globalization and new technology, transnational 
criminal activity has become a growing problem throughout the world. 
Typical fields of transnational criminal activity include drug trafficking, 
migrant smuggling, corruption, arms dealing and money laundering. 

in some cases, the activity involves members of terrorist groups or 
serves terrorist interests, for example, through money laundering 

or weapons procurement. 


During the Cold War, the Soviet bloc engaged in sophisticated political and 
military espionage against Western nations. Today, foreign intelligence services 
continue attempting to infiltrate key Canadian government departments in their 
quest for intelligence. At the same time, increasing global economic competition is 
shifting the focus to the illicit acquisition of economic and technological information. 
Both traditionally hostile and ostensibly friendly governments have engaged in such 
activity in Canada. 


Today, most espionage activities directed against Canada involve economic 
espionage. This is illegal, clandestine or coercive activity by a foreign government 
to gain unauthorized access to economic intelligence, such as proprietary informa- 
tion or technology, for economic advantage. Economic espionage usually targets 
scientific and technological developments in Canada’s natural resource sector, as 
well as our critical economic and information infrastructures. 


Because Canada is a world leader in many technology-intensive fields 
(including aerospace, biotechnology, chemicals, communications, information 
technology, mining, metallurgy, nuclear energy, oil, gas and environmental 
technologies), Canadian companies have been targeted by foreign governments 
seeking economic or commercial advantages. 
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Foreign countries employ various means for their economic espionage against 
Canada. In some cases, highly skilled professional operatives use specialized 
knowledge and cutting-edge technology to acquire intelligence. In other instances, 
countries enlist or coerce the cooperation of their citizens who are visiting Canada, 
such as students and scientists, exchange personnel, members of delegations, 
employees of state-owned corporations, and business people. 


While espionage may occur within Canada, Canadian business people travelling 
abroad are also vulnerable. A foreign government can operate more easily within its 
own borders, adapting hotel rooms, restaurants, offices and telecommunications 
systems for espionage purposes. 


Despite strong warnings from the Government of Canada, certain countries 
continue to use their intelligence services to manipulate and exploit expatriate 
communities in Canada. 


Countering the activities of foreign intelligence agencies and foreign 
interference in Canada is a delicate and expensive task. In 2004-2005, 
the Service continued to dedicate substantial resources to this effort. 


How We Meet Our Responsibilities 


The mandate of CSIS is primarily to collect, analyze and retain information and 
intelligence on activities suspected of threatening the security of Canada, and to 
report to and advise the government. 


Collecting Intelligence 


CSIS collects intelligence about individuals or groups whose activities it sus- 
pects of threatening national security. 


The Service draws on a broad range of sources to gather intelligence and track 
breaking issues that affect the security of Canadians. These include human sources, 
other intelligence services, law enforcement agencies in Canada and elsewhere, 
technical intercepts and members of the public. The Service also follows academic 
research closely to ensure it has the most balanced and nuanced information 
available about global trends. Finally, CSIS works closely with many government 
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departments and agencies, particularly members of the Canadian intelligence 
community such as the Department of National Defence, the Communications 
Security Establishment (CSE), Public Safety and Emergency Preparedness Canada, 
Transport Canada, Citizenship and Immigration Canada (CIC), the Canada Border 
Services Agency (CBSA), Foreign Affairs Canada, and the RCMP. 


Investigative action taken by the Service is commensurate with the perceived 
level of the threat. Action begins with the least intrusive measures appropriate to 
the situation. Further steps are taken as needed, each requiring higher levels of 
approvals. At all times, the Service is mindful of individual rights and civil liberties, 
balancing them against its responsibility to protect all Canadians and Canada’s 
national security. 


Analysis and Reporting 


Security intelligence is generally complex, often obscure, and normally collected 
in bits and pieces that separately may offer little useful information. The Service’s 
analysts are responsible for fitting the pieces of the puzzle together. They also 
interpret the significance of certain information and developments, and constantly 
reassess the threat environment. 


Analysts usually have specialized knowledge in critical fields such as terrorism, 
espionage, transnational criminal activity, economics, geopolitics, weapons 
proliferation, information technology, domestic extremism and communications. 


Analysis leads to the production of two types of reports: 


Strategic reports are in-depth reports that give the context for specific threats 
and examine their wide-ranging security implications. The reports also examine 
emerging trends and issues that could affect the security of Canada. 


“Tactical reports deal with specific issues or events. They address current or 
emerging threats to Canada or Canadian interests abroad, federal government 
ministers travelling abroad, internationally protected persons or other prominent 
visitors to Canada, foreign missions and other personnel in Canada, and special 
events such as G8/G7 summits. Tactical reports are often prepared in support 
of the Service's intelligence collection activities or at the request of a client. 


The Service disseminates its intelligence products to a broad range of carefully 
selected Canadian government intelligence consumers and allied services. 
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Security Screening 


Contributing to International Trade 


CSIS is an active partner in Canada-U.S. border initiatives, includ- 
ing the Free and Secure Trade (FAST) program, initiated by the 2001 
Smart Border Declaration. FAST is intended to facilitate the legiti- 
mate flow of people and goods across the border, while addressing 
both countries’ security requirements. The program provides a pre- 
approved security process for importers, carriers and truck drivers 
to expedite their clearance through Canada-U.S. land border 
crossings. The Canada Border Services Agency is responsible 

for the FAST program; the Service undertakes security assessments 
of individuals (primarily truckers ) seeking a FAST pass to cross the 
border for commercial purposes. 


Over recent years, the Government of Canada has introduced policy 
and legislative initiatives requiring CSIS to increasingly assist government 
and immigration screening programs. 


Immigration and Citizenship Screening 


In 2004-2005, CSIS used its state-of-the-art automated system to 
process 254,364 requests under the Immigration and Citizenship 
Screening program. The system is regularly updated to improve its 
operation, meet new requirements and reflect newly available 
threat-related information. 


at 
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As authorized by the Canadian Security Intelligence Service Act, the Service 
provides security-related services and advice to Citizenship and Immigration Canada 
with respect to the screening of visitors from countries of terrorist concern, as well as 
refugee claimants, applicants for permanent residence and applicants for Canadian 
citizenship. By doing so, CSIS helps prevent non-Canadians who pose risks or security 
concerns from entering Canada. In the case of such persons who have gained entry, 
the Service’s contribution helps prevent them from gaining status in Canada. 


CSIS fulfills these responsibilities in a number of ways: 


X  |t vets visa applications from nationals and residents of countries that are 
suspected of assisting terrorists, condoning or endorsing terrorist activities, 
or serving as potential bases for launching terrorist operations. 


q 


As part of the government’s Front End Screening program, it checks all refugee 
claimants arriving in Canada against CSIS records, thereby identifying potential 
security cases as soon as possible in the refugee determination process. 


On request, it helps front-line port of entry CBSA officers to interview visitors 
and refugee claimants about whom a CBSA officer has security concerns, and 
offers security-related advice. 


In addition, CSIS provides security screening of immigrants and refugee 
claimants who apply for permanent residence status from within or outside Canada. 
Applications originating outside Canada are handled under the Overseas Immigra- 
tion Screening Program, with responsibility for security screening shared by the 
Service and CIC officials based abroad. Generally, CSIS becomes involved in over- 
seas screening only if it is requested by CIC or if it receives information of concern 
from established sources. This approach frees the Service to concentrate on cases 
deemed to be higher-risk. 


Last, CSIS provides CIC with security assessments on applicants for Canadian 
citizenship. Under this process, CIC forwards all citizenship applications to CSIS 
for review. The Service advises CIC if it has security concerns about a particular 
applicant, and provides CBSA with relevant security advice. 
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Government Screening 


The Numbers 


In 2004-2005, CSIS processed about 100,000 requests under the 
Government Screening Program. The average time required to pro- 
cess an application ranged from 30 days for Level | (Confidential) 
applications to 69 days for Level Ill (Top Secret) applications. 


Under the Government Security Policy, security clearances are required for 
federal employees, members of the Canadian Forces or persons under contract 
to a government department who, in the performance of their duties, have access 
to classified government assets or information. 


With the exception of the RCMP which conducts its own investigations, the 
Service assists all government departments and agencies, including the Canadian 
Forces, in acquiring the necessary security clearances for their staff and contractors. 
In this way, it helps prevent those who pose a security concern from gaining access 
to classified government assets and information. The Service furnishes informa- 
tion and advice; under the provisions of the Government’s Security Policy, individual 
departments have exclusive authority to grant or deny their security clearances. 


The Service also undertakes security assessments for special events and 
some provincial security clearance programs, as well as for site access programs 
at airports, facilities subject to Parliament’s authority and nuclear power stations. 


Government screening has increased dramatically over the past two decades, 
in terms of the number of clearance requests and the number of clients submit- 
ting the requests. The increase is largely the result of new statutes and changed 
regulations, including those that have created or altered programs related to access 
to nuclear generation sites and restricted areas in airports, and others that involve 
providing security clearances for non-federal clients. 


aS 
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Foreign Screening 


CSIS supplies security assessments of individuals to some foreign states, foreign 
agencies and international organizations under reciprocal screening agreements. 


Requests for foreign screening typically involve: 


<< database checks and inquiries on Canadian residents wishing to take up 
residence in another country; or 


~~ checks and inquiries on former and current Canadian residents being 
considered for classified access in another country. 


Improving National Security Through Partnerships and 
Information-Sharing 


In 2004-2005, CSIS had more than 250 relationships with foreign 
agencies in approximately 140 countries. 


CSIS has information-sharing agreements with foreign organizations, including 
foreign intelligence agencies. The agreements give the Service access to intelligence 
that might not otherwise be available to it, and can lead to cross-training, personnel 
exchanges and joint operations. 


Domestically as well, CSIS seeks closer ties with Canadian organizations, 
particularly in the intelligence community. In 2004, the biggest development in 
this respect was the establishment of the Integrated Threat Assessment Centre 
(ITAC), which is housed in CSIS facilities. CSIS supplies substantial infrastructure 
and administrative support, as well as emergency assistance 24 hours a day, seven 
days a week, through the CSIS Threat Management Centre. A functional component 
of CSIS, ITAC is a community resource staffed by representatives from federal and 
provincial organizations. It works closely with the National Security Advisor, and was 
created under the auspices of the National Security Policy. 
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ITAC serves as a single, central organization for assembling, integrating, 
analyzing and sharing information provided by a wide range of sources. It distributes 
threat assessments within the intelligence community and outside it, as required. 
ITAC also has liaison arrangements with its counterpart organizations in Britain, 
the United States, Australia and New Zealand. 


jis 


Providing Client-Focused Service / /“/ ‘ 


CSIS representatives meet regularly with security and program 
officials representing departmental and agency clients. The 
meetings enable CSIS to provide intelligence to clients and gain 
a better understanding of their needs. 


CSIS also has close ties with other cooperative initiatives, including the Inte- 
grated Border Enforcement Team (IBET) program. IBETs are made up of Canadian 
and U.S. partners, including the RCMP the Canada Border Services Agency, U.S. 
Customs and Border Protection, U.S. Immigration and Customs Enforcement, and 
the U.S. Coast Guard. 


The program began in 1996, focusing on the border between British Columbia 
and the state of Washington. Since then it has evolved into a cross-country en- 
forcement initiative. Today, teams are strategically located along the length of the 
Canada-U.S. border. They work daily with local, state and provincial enforcement 
agencies to help protect Canada and the United States from potential threats of 
terrorism, and to combat smuggling of humans, contraband cigarettes, drugs and 
other illegal substances. 


In addition, the Service cooperates with the RCMP’s Integrated National 
Security Enforcement Teams (INSETs). First established in 2002 in Vancouver, 
Toronto, Ottawa and Montreal, INSETs serve two functions: 


<< They increase Canada’s capacity to collect, share and analyze intelligence 
among partners concerning targets that threaten national security and their 
related criminal activities. 


They create an enhanced enforcement capacity to bring such targets to justice. 
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INSETs are made up of representatives seconded from the RCMP CSIS and 
other partners, such as the Canada Border Services Agency, Citizenship and 
Immigration Canada, and provincial and municipal police services. 


Earning Trust Through Accountability 


Appearances by the Director of CSIS Before Parliament in 2004-2005 


Date Parliamentary body a |e 


Subcommittee on National Security of the 
Standing Committee on Justice, Human Rights, 
Public Safety and Emergency Preparedness 
(Main Estimates) 


June 21 Commission of Inquiry into the Action of 
Canadian Officials in Relation to Maher Arar 
(with Assistant Director) 


July 27 Interim Committee on National Security 


November 24 Standing Committee on Justice, Human 
Rights, Public Safety and Emergency 
Preparedness (Main Estimates) 


December 14 Subcommittee on Public Safety and 
National Security (Bill C-36 Review) 


2005 


February 22 Subcommittee on Public Safety and 
National Security 


March 7 Senate Committee on Anti-terrorism Act 
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CSIS has an obligation to be accountable to the government and the Canadian 
public, and respectful of individual rights. When the Service was created in 1984, 
legislators sought a management style that would be responsive to political decision- 
makers, cooperative with review bodies and disciplined. Two thirds of the CS/S Act is 
devoted to describing how the Service’s activities are to be monitored, reviewed and 
approved by others. In fact, the degree of accountability demanded in the Act sets 
CSIS apart from most of its counterparts around the world, making it a model for 
other agencies. 


To ensure that CSIS activities are in compliance with the law, the Service is 
subject to arm’s-length review by both the Inspector General of CSIS (IG) and the 
Security Intelligence Review Committee (SIRC). The IG and SIRC are also respon- 
sible for examining whether any CSIS operational activity involves “an unreasonable 
or unnecessary exercise by the Service of its powers.” 


SIRC performs its responsibility by identifying and reviewing a number of 
research projects annually in order to provide a retrospective assessment of 
specific CSIS activities and investigations. 


“After 20 years we can say with confidence that the Act works well 
for both SIRC and CSIS. CSIS is a still-evolving—indeed, perpetually 
evolving—organization adapting necessarily to changes in the global 
environment, and SIRC must ensure that our evaluative activities 
evolve at the same pace.” 


—SIRC Report 2003-2004: An Operational Review 
of the Canadian Security Intelligence Service. 


The IG was created by Parliament in the CS/S Act and reports through the 
Deputy Minister to the Minister. The Inspector General is responsible for monitoring 
the Service’s compliance with its operational policies, reviewing the operational 
activities of CSIS and submitting a certificate setting out the degree of satisfaction 
with the Director’s annual operational report. The certificate and the report 
are forwarded by the Minister to SIRC. 
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SIRC, which is independent of CSIS, guards against any infringement upon 
human rights and freedoms by CSIS. SIRC has access to any information it requires 
from CSIS and reports to Parliament annually. Under section 41(1) of the CSI/S Act, 
anyone may make a complaint to SIRC “with respect to any act or thing done by 
the Service.” 


SIRC and the IG have sometimes taken issue with CSIS activities; in many 
cases, their recommendations have prompted CSIS to modify its procedures 
and practices. 


In addition to the SIRC and IG reviews is the Service’s own extensive, 
multi-faceted system of internal controls and accountability. This ensures that 
the work of CSIS is not only effective but also in conformity with the law, ministerial 
direction and propriety, and that it is proportionate to the nature and seriousness of 
security threats. 


CSIS internal controls are shaped by the Service’s highly centralized nature, 
which is reflected in operational decision-making. Two committees chaired by the 
Director exercise central operational control: 


The Target Approval and Review Committee decides which groups or individu- 
als will be subject to Service investigation, and what level of intrusiveness is 
appropriate to each. Senior management thus is responsible for launching any 
investigation, and determines and controls its scope and intrusiveness. 


S The Review Committee reviews and approves all warrant applications to the 
Federal Court under section 21 of the CS/S Act. Senior management thus is 
responsible for examining and approving any request to use the Service’s most 
intrusive investigative powers before the request is submitted to the Federal 
Court. The committee includes legal representation from the Justice and 
Public Safety departments. 


Section 20 of the CSIS Act requires the reporting and investigation of all cases 
in which CSIS employees may not have complied with legislation or policy, or may 
have acted unlawfully in the performance of their duties. This provision ensures that 


alleged unlawful activities not detected by provincial law enforcement agencies will 
still be reported to the Minister. 


Finally, CSIS internal control mechanisms operate within a broader framework 
of direction and accountability. 
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In 2004-2005, in addition to review by external bodies and its own internal 
controls and accountability mechanisms, CSIS activities were reviewed by 
outside bodies such as the Auditor General, Parliamentary committees, the 
O'Connor Commission of Inquiry and Commissioners for Access to Information, 
Privacy and Official Languages. 


“In my opinion, the Service has not acted beyond the framework 
of its statutory authority, has not contravened any Ministerial 
Directions, and has not exercised its powers unreasonably or 
unnecessarily.” 


—Extract from the Inspector General’s Certificate, November 2004 


Outreach to the Public 


CSIS recognizes its responsibility to directly inform the public about its work. 
While the specific details of what it does are classified, the Service welcomes 
general inquiries on issues of national security. Its publications offer extensive 
information for the general reader: 


& An annual Public Report discusses Canada’s security environment and 
the Service’s national security role. 


& An occasional publication, Commentary, carries essays on longer-term strategic 
topics involving national security, based on unclassified information. 


& Perspectives is a series of unclassified papers written by the Research, Analysis 
and Production Branch, focusing on current issues of concern to the Service. 


& Backgrounders are issued periodically on national security issues. 


These documents and other material are available on the CSIS Web site 
(www.csiS-Scrs.gc.ca). 
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The Service also responds to media and other inquiries, and reaches out to the 
general public by sending representatives to speak at various community, academic 
and corporate functions. 


The Numbers 


The CSIS Web site attracts increasing numbers of visitors wishing 
to learn about national security issues and the role played by the 
Service. The site offers a wide range of information, from guidance 
on how to apply for employment with CSIS to backgrounders on 
national security issues. 


CSIS Web Site Statistics, 2004-2005 


Total number of Web site requests for menu pages 
and documents: 


1,943,476 
198,830 


109,852 


Web site requests for CSIS publications: 


Commentary 


Perspectives 


Backgrounder No. 8: Counter-Terrorism 44,562 


212,541 


Anti-Globalization—A Spreading Phenomenon, 
Report No. 2000/08, Perspectives 


Chemical and Biological Terrorism 


Most frequently visited Web pages: 


Recruitment information and job postings 
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CSIS Access to Information Statistics 
April 1, 2004, to March 31, 2005 


Number 
received 


Number dealt with | Number outstanding 
during 2004-05 at end of 2004-05 


Type of requests 


Privacy requests 


Access requests ee 


332 


Maximizing Our Resources 


Human Resources 


“| have come away ... with a very favourable impression of the com- 
petence, dedication and commitment of Service employees at all 
levels and at the varying lengths of service. Most of all | have been 
struck by the integrity with which the organization and its staff meet 
its mandate; its workforce is one of its greatest assets.” 


—Extract from the Inspector General’s Certificate, November 2004 LAB 


Recruiting and Training 


CSIS has an extremely capable workforce, thanks to rigorous recruitment and 
continuous learning. A large number of employees have impressive qualifications. 


In response to increased operational demands, in 2004-2005 the Service 
recruited additional subject-matter experts and intelligence officers. Subject-matter 
experts are recruited sometimes for intelligence officer positions and sometimes for 
other positions within the Service. 
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The Service employs scientists, linguists, academic specialists, program 
engineers and other highly trained technical specialists. Most new intelligence 
officers are recruited from the ranks of recent university graduates. Successful 
candidates come from a variety of academic backgrounds. Ideally, but not neces- 
sarily, candidates are fluent in more than one language, and have had international 
travel exposure and/or exposure to different cultures. The Service’s workforce has 
capabilities in 86 languages and 34 percent of intelligence officers can speak a 
language other than English or French. 


After joining the Service, intelligence officers must undergo training and 
acquire experience before they become fully operational. 


A Diverse Workforce and a Respectful Workplace 


CSIS prides itself on being an equal opportunity employer with a diverse 
workforce that is increasingly representative of Canadian society. Diversity is also 
essential for the Service to be able to effectively meet the challenges of today’s 
threat environment. . 


CSIS actively recruits members from under-represented groups and strives 
to make the recruitment process fair. For example, the Service’s psychologists 
ensure that psychological tests and interviews are not culturally biased. The 
intelligence officer profile is reviewed annually; subsequently, psychologists update 
interview questions to reflect the profile and prevent discrimination in the overall 
assessment process. 
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CSIS Diversity Statistics 


Employees who self-identified as belonging to a 
visible minority: 


Intelligence officers who self-identified as 
belonging to a visible minority: 


CSIS employees who were women: 


Intelligence officers who were women: 


The Service also strives to ensure that staff are respectful of diversity and 
sensitive to all cultures. Employment equity presentations and cultural awareness 
sessions form part of the Orientation Course for new employees, the Intelligence 
Officer Entry Training course and other development courses. 


In addition, intelligence officers receive ongoing training in cultural awareness 
and sensitization. 


Promoting Official Languages 


The Service continues to be vigilant and proactive in meeting its official lan- 
guages obligations under the Official Languages Act. Today, the first official language 
of 38 percent of CSIS employees is French. The Service offers language training to 
those who need it before they start their formal intelligence officer training; they must 
be bilingual before they take up an intelligence officer position. 
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Financial Resources 


The Service’s financial resources have increased starting in 2001-2002, 
as a result of greater funding for public safety and anti-terrorism allocated in the 
December 2001 federal budget. In addition, the Service has received funding 
for operational requirements related to marine security and the Smart Border 
Declaration. 


In fiscal year 2005-2006, the CSIS budget will increase as a result of the 
inclusion of Employee Benefit Plan in the Service’s budget. Other technical program 
adjustments are related to new and enhanced programs under the National Security 
Policy, announced in 2004. 
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Figure 1: Human Resources 


eR ee ee ee aay ay 


1996-1997 1998-1999 2000-2001 2002-2003 2004-2005 2006-2007 2008-2009 
1995-1996 1997-1998 1999-2000 2001-2002 2003-2004 2005-2006 2007-2008 


| Projected Levels | 
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Figure 2: Financial Resources 
($ millions) a Construction (National Headquarters) 
ie Operating 355) 


f™ Salaries i" C346) C345) 


1995-1996 1996-1997 1997-1998 1998-1999 1999-2000 2000-2001 2001-2002 2002-2003 2003-2004 2004-2005 2005-2006 2006-2007 2007-2008 2008-2009 


|_| 


Actual Expenditures ; Projected Projected Budgets 
Expenditures 
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The Canadian threat environment 


At home and abroad, in 2005-06 Canada and 
Canadians continued to face many security 
threats, which showed no signs of abating. 


> Inthe London transit bomb- > In October 2005, terrorist 


ings of July 7, 2005, there 


were no Canadian casualties. 


The incident, however, killed 
52 people, injured over 700 
and provided another seri- 
ous reminder to the Western 
world of the growing threat 
ot radicalized citizens. All 
four suicide bombers were 
British citizens, and three 
of them had been born in 
the United Kingdom. 


On August 15, 2005, a road- 
side bomb exploded near the 
Sinai military base where 
international troops were sta- 
tioned to monitor the peace 
accord between Egypt and 
Israel. Two Canadian peace- 


keepers were wounded. 


bombings in Bali, Indonesia, 
killed 26 and wounded 129, 
including three Canadians. 


Four members of the Chris- 
tian Peacemakers Team 
(one American, one Briton 
and two Canadians) were 
kidnapped in Baghdad on 
November 26, 2005. The 
American hostage was killed 
in February 2006. A joint 
military operation treed 
the remaining hostages 

on March 23, 2006. CSIS 
assisted in the efforts to 
locate the hostages. 


On January 23, 2006, a 
suicide bombing killed Ca- 
nadian diplomat Glyn Berry 
and injured three Canadian 
soldiers in Kandahar, Af- 


éhanistan. 


The Canadian threat environment 


One Canadian was awaiting trial in Ottawa on 
charges connected with a terrorist bombing con- 
sptracy in the United Kingdom, and four foreign 


nationals were held on security certificates. 


The threat of terrorism from religious extremists 
posed the most immediate danger to Canada and 
Canadians in 2005-06. At the same time, other 
sources of threat persisted: espionage, efforts by 
foreign interests to interfere in Canadian affairs, 
the proliferation of weapons of mass destruction 


and some domestic threats to security. 
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CSiIS operations— 
results for 2005-06 


Worldwide terrorist attacks continued in 2005-06, and counter-terrorism 
remained CSIS’ top priority during this period. The Service focussed much 
of its efforts on investigating terrorist threats to Canada and its interests 
- both domestically and abroad - and on ensuring that Canada was not used 


to support or stage such attacks elsewhere. For example: 


> During the year, a main focus of CSIS was terrorism inspired by the ide- 
ology of al-Qaeda, and the issue of radicalization of citizens or residents 


ot Western countries. 


> Terrorism represented a major threat to Canadian military and other 
personnel deployed in Afghanistan. Most worrisome was a marked in- 
crease in the use of suicide bombings, including against members of the 
Canadian Forces. CSIS provided intelligence support to the Department 
of National Defence for the protection of Canadian soldiers in Afghani- 
stan. This intelligence helped save lives, provided advance warning of at- 
tacks, and contributed to the recovery of munitions and to the capture 


and arrest of suspected terrorists. 


> SIS also assisted efforts to recover Canadian hostages in Iraq. 


Apart from counter-terrorism efforts, CSIS investigated cases in which 
foreign governments or organizations tried to interfere with, manipulate 
or gain control of communities of different ethnic or cultural backgrounds 
in Canada. Other priorities in 2005-06 included investigating threats to 
Canada’s economic security and critical infrastructure, and safeguarding 
the confidential information of the Government of Canada from espionage 
by foreign governments. 


As part of this work, CSIS produced 360 threat assessments, 26 intelligence 

briefs, 10 reports and 17 studies!, and it shared these with other government 
departments and agencies. In addition, during 2005-06 the recently created 
Government of Canada Integrated Threat Assessment Centre (ITAC)—which 


is housed at CSIS—issued 98 threat assessments and redistributed 382 others 


produced by ITAC’s allied intelligence agency counterparts. 


] See Annex A for definitions of these and other terms. 
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In 2005-06, CSIS provided advice to Citizenship and Immigration Canada 
and the Canada Border Services Agency on immigration matters, including 
refugee claimants, permanent residence applications, citizenship applica- 
tions and visitor visas. CSIS also provided advice to CBSA regarding the 
Ports of Entry program. 


CSIS provided security assessments for Sovernment workers requiring clear- 
ances, as well as site access programs. CSIS participated in the process of 
creating a list of terrorist entities, and investigated terrorist financing and 
threats posed by weapons of mass destruction and conventional arms. 


Table 1: 
CSiIS Government Screening * 

Requests from DND 3 9,100 | 9,200 
Requests from other departments/agencies : 27,400 : 32,900 
ree OE EVERETTE ELE ETE SECO me 36800" 2100" 
Assessments issued to DND | 9,000 8,900 


Assessments issued to other departments/agencies: 27,600 :; 28,900 


SOC ee eN ENE V OS ESS eee cena PEE EES ERE SERS OEE EE EEE T ENTER ESE OOOEE SES ECEETTNSSEOEDOEEEREEESESEHHEEEE TESS OSHS SOE HOEET EES 


* Figures have been rounded to the nearest 100. 


GSIS provides security assessments to federal departments and agencies, 
which are then responsible for granting or denying clearances in accordance 
with the Government Security Policy. In 2005-06, CSIS issued 19 information 


briefs reporting information of an adverse nature, and issued | denial briet. 
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Table e: 
CSIS Site Access Screening mab biel < 


a tateenaeeeernenenensereenssssansasegoonerengnceracsasasananorneracccareranonasagonercrarneed Sassseeereeeceenenersereeneaenn Aten ener een eneeneennnnnens 


weeeees Se ONG v ces ee IRN ds UROL DOTS De eA O NU SC APTI ELI dete ee eeeeeeeee een ene eevee eer el Seve eee e see eueseeeeeewees 


Parliamentary Precinct | 1,100 1,000 
Airport Restricted-Access Area | STOO : 37,600 
Nuclear Facilities | 6,800 : 10,600 
Free and Secure Trade (FAST) 3 21,500 | 3,100 
Special Events Accreditation : 1,800 | 5,600 
Other Government Departments : 2,300 2,400 
agen 5a A Sl he : AA, Raa) 8 = ues as 2 ne ’ ques a 


* Figures have been rounded to the nearest 100. 


CSIS also provides site-access screening. A site-access clearance allows 
an individual to enter certain secure areas within installations or provides 
accreditation for special events. In 2005-06, CSIS received over 60,000 
requests for this type of screening and provided four information briefs to 


requesting agencies. 


In addition, CSIS vets applications and provides advice to Citizenship and 
Immigration Canada, as well as the Canada Border Services Agency, to sup- 
port the processing of refugee claims or applications tor immigration or 
citizenship. CSIS’ authority in this regard is provided under sections 14 
and 15 of the CSIS Act. 


In 2005-06, CSIS received approximately 92,000 requests under various 
immigration screening programs. CSIS issued 232 information briefs and 
117 inadmissibility briets, as well as 12 incidental letters. 
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Table 3: 
Immigration Screening 


Within and outside Canada | : 56,100 63,200 | 88 P35 


Front-end screening? 22,900 Le OO | 184 : 89 

Refugee?’ determination 14,200 | Oe | 110 : 127 
SuBOME 93200" ee ; oe ase gr pen 

Citizenship applications 161,200 308 000 : 124 120 
perc EEE Wee et aed ORE eli 354.400 | 00,000. Mater yes eoraeare ene 
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' Figures have been rounded to ae nearest 100. 

° Represents individuals who arrive at the Canadian border claiming refugee status. 

* Represents refugees (as defined by the Immigration and Refugee Protection Act) 
who apply from within Canada for permanent resident status. 


In 2005-06, CSIS vetted over 36,000 applications from foreign nationals for 
temporary resident or visitor visas. 


CSIS began participating in the Free and Secure Trade (FAST) program 

in 2005-06. This is a joint Canada—U.S. initiative, administered in Canada 
by the Canada Border Services Agency. CSIS conducted over 3,000 security 
assessments of truck drivers who applied for a FAST border pass. 


CSIS also responds to inquiries under the Access to Information Act and the 
Privacy Act. Table 4 represents the number of requests CSIS received under 


these acts in the previous two fiscal years 


Table 4: 
Requests for Release of Information 


ScgeaedeiwiavstiduestecsqeadtvocerverestesgiesdavbesenveandiWveewereveves Secevenvvevesecetocesucers 
NTE R eee eee ee N EET EEE N EEN E OSS SESESHE EEE EE EEE NUER ERO O EOS ESEE EE EEE EEEEE TES ES ESE E® 


Access to Information Act requests IS 10% 
359 394 


Privacy Act requests 


Privacy Act requests accounted for the largest proportion of requests for 


release of information in 2005-06. 
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Inside CS!S 


Agenda of Internal Change 


Historically, CSIS’ organizational structure has been functionally divided 
into four main program areas: Counter Intelligence, Counter Terrorism, 
Counter Proliferation and Security Screening. The changing threat environ- 
ment, particularly after September 11, 2001, necessitated that CSIS gradu- 
ally add to these programs. The result was a less-than-optimal organizational 
structure for CSIS operations. For the 2005-2006 CSIS organizational chart, 


see Annex C. 


In late 2005, CSIS’ Executive Committee launched a realignment. exercise 
to enhance the Service’s operational capacity. A Realignment Committee 
was formed, with representatives from all Branches of the Service and two 
of its Regions. The committee was mandated to develop a more streamlined 
organizational structure that would increase our analytical capacity. 


Our People 


In 2005-06, CSIS had 2,400 full-time equivalent (FTE) employees. Our 
workforce consists of intelligence investigators and analysts, surveillants, 
information management and technical specialists, security screening 
investigators, translators and interpreters. We also have staff performing 
standard corporate management and support functions. 


Table 5: 

Focus on CSIS Workforce, 2005-06 
No. of FTEs ssw Og OOR a 
Average age ot CSIS employees | 42 years : 
% of bilingual employees (English and French) i 66% 
% of intelligence officers who speak a language | ; 

0, 
other than English or French ao 
% of women : A835. ae 
% of CSIS managers from 
76.5% 


Intelligence Officer job stream 
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Figure 11: 
CSIS Human Resources 


FTEs 


1996-1997 1998-1999 2000-2001 2002-2003 2004-2005 2006-2007 2008-2009 
1997-1998 1999-2000 2001-2002 2003-2004 2005-2006 2007-2008 2009-2010 


Projected Levels 


Recruitment and Training 


The realignment exercise of 2005-06 was an opportunity to examine and 
address demographic issues. Like many other employers, CSIS needs to 
manage the approaching retirement of ‘baby boomers’, and the loss of 
their knowledge and experience. The Service needs to invest more in the 
training and development of younger staff members; with less time in the 
organization than their predecessors had, they must be as well-equipped 
as possible for greater responsibilities. Another priority is recruiting a 
new generation of intelligence professionals reflecting the current demo- 


graphic realities of Canada. 


In 2005-06, CSIS participated in 52 career fairs, gave 115 information 
sessions about intelligence officer positions and participated in 10 special 


recruitment events (receptions and cultural events). 
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CSIS offered staff a broad range of courses in 2005-06: operational training 
for intelligence officers, including ongoing cross-cultural education; more 
éeneral management and professional development training; and informat- 
ics courses for general employees and technical specialists. 


CSIS hosts a regular “lunchtime theatre series” for employees, with outside 
speakers and some in-house experts sharing their knowledge and encourag- 
ing discussion. Topics covered in 2005-06 included: 


> the structure of al-Qaeda; 

> a look at terrorism in the future; 

> the O’Connor Commission; 

> modern cryptography; 

> the Integrated Threat Assessment Centre; 
> life as a foreign collection officer; and 


> building bridges with ethnic communities. 


The Regions 


Approximately half of CSIS’ workforce is located in our Regions. The Service 
has six regional oftices: Atlantic, Quebec, Ottawa, Toronto, Prairie and 
British Columbia.’ Together with their district offices, these bring CSIS 
operations to all Seographic areas of Canada. 


2 See Annex D for a list of CSIS regional offices and their locations. 
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Focus: Toronto Region 


> Toronto Region is the largest of CSIS’ regional opera- 


tions. Its offices are located in downtown Toronto. 


> The geographic area of responsibility extends from 
Windsor in the west to Belleville in the east and the 
Muskoka/Haliburton area in the north. It covers five 
Points of Entry: Pearson International Airport 
(Canada’s busiest airport), Windsor, Niagara Falls, 


Fort Erie and Sarnia. 


| | > In May 2005, CSIS marked the official opening of its 


gy Niagara District Office in Niagara Falls, Ontario. 


> In 2005-06, Toronto Region operations focused 
primarily on the issue of radicalization of citizens 


or residents of Canada. 


> Toronto Region is particularly active in its outreach 
activities. It sends representatives to cultural associa- 
tions, citizens’ Sroups and other non-governmental 
| organizations to talk about CSIS’ role in national 


security. 


> During 2005-06, Toronto Region personnel were 
actively involved in five job fairs, held 10 information 
sessions to recruit for intelligence officer positions, 
and participated in numerous informal meetings 


with community and cultural associations. 


> In addition, Toronto Region representatives took part 
in formal meetings organized by the Coalition of 


Muslim Organizations, the Canadian Muslim Lawyers 


Association and the RCMP Citizens’ Academy. 
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Financial Resources 


Figure 2: 
CSIS Financial Resources 


($ millions) LJ Construction (National Headquarters) 
M Operating 
Mi Salaries 


248 


196 


179 


165 168 


1996-1997 1997-1998 1998-1999 1999-2000 2000-2001 2001-2002 2002-2003 2003-2004 2004-2005 2005-2006 


| Actual Expenditures | 


CSIS’ financial resources have increased since 2001-02 as a result of new 
funding for public safety and anti-terrorism initiatives allocated in the 
December 2001 federal budget. In addition, CSIS received resources for 
its part in the Government of Canada’s Marine Security Initiatives and the 
Canada-U.S. Smart Borders Declaration. 


In 2005-06, the CSIS budget increased significantly as a result of the inclu- 
sion of Employee Benefit Plan costs; these were not previously paid out of 
the Service’s appropriation. Additional funding was provided to augment 
CSIS’ foreign collection capabilities and administer the Integrated Threat 
Assessment Centre. 


Construction costs shown from fiscal years 2002-03 to 2005-06 represent 
expenditures associated with the project definition stage of a planned ex- 
pansion of the National Headquarters building. 
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Public communications 


CSIS significantly increased efforts to communicate with Canadians during 


2005-06. 


The Service handled almost 400 media inquiries in the year. CSIS spokes- 
persons appeared on television and radio news shows to talk about the Ser- 
vice and encourage young people to consider a career with CSIS. 


The CSIS Web site received more than 4.6 million views during 2005-06. 


Through speeches, appearances betore parliamentary committees and 
meetings with families of the victims of Air India Flight 182, the Director 
provided Canadians with information about what CSIS does and does not 
do, listened to their concerns about the Service, and answered questions 
about CSIS. 


CSIS outreach efforts in 2005-06 included: 


> informal meetings with members of Canada’s academic and ethno- 
cultural communities; 


> responses to invitations from other government departments, 
women’s groups, non-governmental organizations and universities; 


> meetings with Canadian business leaders; 


> participation in regional events of the Cross-Cultural Roundtable 
on Security; and 

> attendance at career fairs and recruiting events at universities and 
community festivals. 
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Tabie 6G: 
CSiS Web Site 


Item(s) viewed - Number of views* 


Web site £61 712500 


rae ORME SLE TE LRT UE MBIT Silene ROA | 3 es a spaasas PRM LAA 
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“Security Screenings” 13,600 


Commentary 206,200 
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Perspectives 84.800 
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* Figures have been rounded to the nearest 100. 


Public Report 


CSIS in the headlines, 
2005-06 


> 


How CSIS ‘tool box’ broke up terror cell: Ressam’s network 
National Post, April 26, 2005 


Brief: Africa ripe for al-Qaeda: report 
Edmonton Journal, May 9, 2005 


Canada prime recruiting turf for al-Qaeda, CSIS report says 
Canadian Press, May 15, 2005 


Al-Qaida représente une menace directe pour le Canada, 
selon le SCRS 
Nouvelles Télé-Radio, May 15, 2005 


Canada needs overseas spy network, says CSIS watchdog: Country’s 
national security being left in hands of foreign agencies 
Ottawa Citizen, May 23, 2005 


Terrorists tap technology to leave spies in the cold: 
CSIS says old laws make it harder to track subjects 
CanWest News Service, August 8, 2005 


La prison n’altére pas les sombre desseins des terroristes, 
selon le SCRS 
Presse canadienne service francais, September 10, 2005 


Le patron du SCRS croit que le conflit en Irak augmente 
Vinsécurité mondiale 
Nouvelles Télé-Radio, October 21, 2005 


Our spooks come out of the closet 
Globe and Mail, October 31, 2005 


Brief: Detained terrorist suspect still a threat, CSIS tells bail hearing 
CanWest News Service, November 3, 2005 


CSIS warns al-Qaeda encouraging attacks in Afghanistan: 
Canadian troops in Kandahar 
CanWest News Service, February 1, 2006 


Annex A: 
Glossary of Terms 


CSIS Report: One of several types of classified strategic intelligence assess- 
ments prepared by CSIS to inform the government about the entire range of 
threats to the security of Canada. Based on all-source information—including 
a range of open-source and classified information—the CSIS Report provides a 
broad, in-depth review of the issue. (CSIS discontinued production of the CSIS 
Report at the end of 2005-06, focusing instead on the CSIS Study.) 


CSIS Study: Differs from the CSIS report in that it offers an assessment of a 
threat in its entirety. 


Denial brief: Advice issued by CSIS recommending to a requesting agency 
that a security clearance or site access be denied to an individual. 


Foreign intelligence: Section 16 of the CSIS Act allows CSIS to collect 
foreign information or intelligence relating to the capabilities, intentions 
or activities of any foreign state or group of foreign states, or anyone other 
than a Canadian citizen, permanent resident or a Canadian corporation. 
CSIS can collect foreign intelligence only in Canada, at the request of the 
Minister of Foreign Affairs or the Minister of National Defence under the 
CSIS Act. 


Foreign operations: Activities of CSIS employees stationed outside Canada, 
and the collection of threat-related information overseas. 


Inadmissibility brief: Advice issued to Citizenship and Immigration Canada 
and to the Canada Border Services Agency regarding the potential inadmis- 
sibility of an applicant under the security provisions of the Immigration and 
Refugee Protection Act. 

Incidental letter: Advice issued to Citizenship and Immigration Canada and 
to the Canada Border Services Agency when CSIS has information about 

an applicant who is or has been involved in non-security-related activities 
defined under the Immigration and Refugee Protection Act. 


Information brief: Advice issued in a government screening case when 

CSIS has information that could have an impact on the requesting agency’s 
decision to grant an applicant a security clearance or site access. It is also 
provided in immigration screening cases when CSIS has information that an 
applicant is or was involved in activities that bear consideration when deter- 
mining admissibility for entry into Canada. 


Intelligence brief: A classified report prepared by CSIS based on all-source 
information, including a broad range of open-source and classified informa- 
tion. Unlike the CSIS report or study, this is a short assessment that ad- 
dresses a specific facet of a threat and is more time-sensitive. 


National security: While the CSIS Act does not detine national security per 
se, it does define threats to national security very specifically (section 2): 


> espionage or sabotage directed against Canada or its interests; 


> foreign-influenced activities within Canada that are detrimental to its 
interests; 


> activities involving the threat or use of serious violence against persons 
or property for the purpose of achieving a political, religious or ideologi- 
eal objective within Canada or a foreign state; and 


> activities directed toward undermining by covert unlawful acts or de- 
stroying or overthrowing Canada’s constitutionally established system of 
government. 


Security intelligence: The product resulting from the collection, collation, 
evaluation and analysis of information regarding security threats. It provides 
government decision-makers with insight into activities and trends at the 
national and international levels that can have an impact on the security 

of Canada. This insight allows decision-makers to develop suitable policy 
anticipating possible threats. Regardless of its source, security intelligence 
provides value by supplementing information already available from other 
government departments, open sources such as the Internet, or the media. 


Threat assessment: Information concerning a potential threat to national 
security, issued by CSIS or ITAC to the intelligence community, law entorce- 


ment agencies and other organizations. 


Annex B: 
Accountability and Review 


CSIS is one of the most open and reviewed security organizations in the 
world. It is subject to a system of control and review mechanisms and 
processes, prescribed by the CSIS Act: 


> 


Minister of Public Safety: The Minister is responsible to Parliament for 
CSIS as a whole and for its general direction. The Minister issues policy 
suidelines concerning operational procedures, is informed of security 
operations and problems, and approves cooperative agreements and 
relationships with foreign agencies. 


Deputy Minister of Public Safety: The Deputy Minister provides advice 
to the Minister on general direction to CSIS, and monitors how CSIS 
implements this direction. 


Director of CSIS: The Director of CSIS is accountable to the Minister 
for the management and control of CSIS. The Director submits periodic 
reports on CSIS activities to the Minister, and chairs internal commit- 
tees mandated to enhance the organization’s management and ac- 
countability. One of these committees has direct responsibility for, and 
authority over, CSIS’ use of intrusive investigative techniques. 


Inspector General: The Inspector General is appointed by the Gover- 
nor in Council to monitor CSIS’ compliance with operational policies, 
review its operational activities and issue a certificate indicating the 
degree of satisfaction with the Director’s annual operational report. 

The certificate and the report are forwarded to the Security Intelligence 
Review Committee. At the request of the Minister or SIRC, the Inspector 
General may conduct a review of specific CSIS activities. The Inspector 
General has access to all information under CSIS’ control, except for 
Cabinet confidences. 


Security Intelligence Review Committee: SIRC is appointed by the Gov- 
ernor in Council to review how CSIS performs its functions and to inves- 
tigate complaints against the Service. The Committee also investigates 
complaints filed by individuals denied security clearances, and reviews 
reports concerning immigration applications and citizenship applica- 
tions rejected on security or criminal grounds. To fulfill its responsibili- 
ties, the Committee has access to all information under CSIS’ control, 
except Cabinet confidences. SIRC informs the Minister of Public Safety 
of its investigation findings on an ongoing basis, and produces an an- 
nual report tabled by the Minister in Parliament. 


> Federal Court: The power to authorize intrusive investigation techniques 
rests solely with the Federal Court of Canada. Before such an authorization 
can be made, CSIS must provide solid justification for the proposed use 

of these techniques in a warrant application, which is reviewed by a senior 
CSIS committee chaired by the Director and composed of representatives 
from the departments of Justice and Public Safety. 


If the committee endorses the application, it is then submitted to the 
Minister of Public Safety for approval. Only after receiving the Minister’s 
approval is the warrant application, in the form of an affidavit, submit- 
ted to a judge of the Federal Court for a decision. 


Public Report: CSIS provides information to Parliament and the pub- 
lic through the CSIS Public Report, which gives an assessment of the 
current security intelligence environment. The Public Report seeks to 
increase awareness of CSIS functions and procedures, and to dispel 
some of the myths surrounding security intelligence work. CSIS also is- 
sues a classified report to the Minister of Public Safety each year, giving 
a detailed assessment of the security intelligence environment. 


In addition, CSIS activities are reviewed by outside bodies such as the 
Office of the Auditor General and commissioners dealing with access 


to information, privacy and official languages. 


Annex C: 
CSIS Organization 
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Annex D: 
Contact Us 


National Headquarters: 


Canadian Security Intelligence Service 


PO Box 9/32, Station T 
Ottawa ON K1G 4G4 


Media and Public Liaison Contacts: 


1941 Ogilvie Road 
Ottawa ON K1J 1B7 


Tel. 613-993-9620 or 1-800-267-7685 toll-free (Ontario only) 
TTY 613-991-9228 (for hearing-impaired, available 24 hours a day) 


Regional Offices: 


Atlantic 


PO Box 126, Station Central 
Halifax NS B3J 3K5 
Tel. 902-420-5900 


Quebec 


PO Box 2000, Station A 
Montreal QC H3C 3A6 


Tel. 514-393-5600 or 1-877-223- 


2265 toll-free (Quebec only) 


Ottawa 


PO Box 9732, Station T 
Ottawa ON K1G 4G4 


Tel. 613-998-1679 or 1-800-267- 


7685 toll-free (Ontario only) 


Toronto 


PO Box 760, Station A 
Toronto ON M5W 1G3 
Tel. 416-865-1480 


Prairie 
(Alberta, Saskatchewan, 
Manitoba, Thunder Bay) 


PO Box 47009 

62 City Centre 
Edmonton AB T5J 4N1 
Tel. 780-401-7800 or 
1-800-661-5780 toll-free 
(Prairies only) 


British Columbia 


PO Box 80629, Station South 
Burnaby BC V5H 3Y1 
Tel. 604-528-7400 
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at a glance 


Our Our Principal 
Legislation Activities 

Canadian Security Intelligence > Collecting and analyzing information 
Service Act (CSIS Act) and security intelligence—whether 


inside or outside Canada—related 
Other legislation related to to our country’s national security. 
security intelligence, including: 


> Collecting foreign intelligence 
‘ i.e., political and economic intelli- 
> Immigration and Refugee ; 
Pa as : gence related to other countries 
rotection Act 
; in accordance with the CSIS Act. 
> Anti-terrorism Act ie 

> Providing security assessments to 

> Security of Information Act federal and provincial Sovernment 
departments and agencies as well as 


> ety L 2 
EOE Cia ON some federally regulated industries. 


> Providing advice related to 


immigration and citizenship 
applications. 


Our Main Objective 


To assist in protecting Canada and its citizens by 
investigating threats, analyzing information and 


producing intelligence; reporting to and advising 


: ee ‘ : = = ee f 


the Government of Canada. 
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Principal 
Products 


> Intelligence advice 
> Threat assessments 


> Security screening assessments 


Our Partners 


Domestic: 
> Canada Border Services Agency (CBSA) 
> Canadian Air Transport 

Security Authority (CATSA) 
> Canadian Forces (CF) 
> Citizenship and Immigration Canada (CIC) 
> Communications Security 

Establishment (CSE) 
> Department of Foreign Affairs and 

International Trade (DFAIT) 
> Department of Justice (DoJ) 
> Department of National Defence (DND) 
> Financial Transactions and 

Reports Analysis Centre of Canada (FINTRAC) 
> Integrated National Security 

Enforcement Teams (INSETS) 
> Integrated Threat Assessment Centre (ITAC) 
> Privy Council Office (PCO) 
> Public Safety Canada (PS) 
> Royal Canadian Mounted Police (RCMP) 
> Transport Canada (TC) 
> Provincial and municipal police forces 


International: 


> 


271 foreign agencies in 147 countries, 
as of March 31, 2007 
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Threats to Canadians at home and abroad 


Canada and Canadians remained threatened by a large range of sources in 
2006-07. For example: 


> Suicide bombers, roadside bombs or other improvised explosive 
devices killed 16 Canadian troops in Afghanistan between April 2006 
and March 2007 (excludes accidental deaths or those in combat). 


> Several individuals—all of them either Canadian citizens or residents— 
were arrested in Toronto in June 2006 on terrorism charges, including 
plotting attacks with explosives on Canadian targets. 


> Almost 15,000 Canadians were evacuated from Lebanon after violence 
erupted in July 2006. 


> In August 2006, British authorities discovered and foiled a bomb 
plot targeting multiple planes bound tor North America from 
Heathrow Airport. 


The threat of terrorism from extremists posed the most immediate danger 
to Canada and Canadians in 2006-07. Other persistent concerns were 
espionage, efforts by foreign interests to interfere in Canadian affairs, the 
proliferation of weapons of mass destruction and some domestic threats 
to security. 


Several Canadians were awaiting trial in Canada on terrorism-related 


charges—one in connection with a bombing conspiracy in the United 
Kingdom and others in connection with the plotting of acts in Canada. 
Three individuals continued to be detained on security certificates. On 
February 23, 2007, the Supreme Court of Canada ruled that the existing 
security certificate regime was unconstitutional, but allowed the Govern- 
ment one year to change the law to ensure compliance with the Charter of 
Rights and Freedoms. 


CSIS’ Role 


In 2006-07 the focus of the Canadian Security Intelligence Service (CSIS) 
remained preventing harm to Canadians and Canadian interests from 
threats to national security, particularly the threat of terrorism inspired 
by the ideology of al-Qaeda. 


CSIS played a critical role in the investigation leading to the arrest of 
individuals in Toronto in June 2006 relating to a terrorist plot. | am proud 
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of this contribution. CSIS clearly demonstrated that it is actively engaged 
in keeping residents of Canada safe and that it is working closely with its 
domestic partners, particularly the Royal Canadian Mounted Police. 


CSIS continued to grow and increase its capabilities in 2006-07. Even with 
additional resources and capacity, there is no guarantee that intelligence 
will always be available to forestall those who would do us harm. Like all 
open and democratic societies, Canada is vulnerable to terrorism. 


CSIS’ Strategies 


In 2006-07 CSIS continued working with other Canadian agencies and 
international partners to maximize its effectiveness in protecting Canadians 
from security threats. 


CSIS continued to provide advice to other Government of Canada agencies: 


> It produced 208 threat assessments for Canadian interests in Canada 
and abroad. 


e In addition, the Government of Canada’s Integrated Threat Assess- 
ment Centre (ITAC), housed at CSIS, issued 83 threat assessments 
and redistributed 1,150 others that were produced by ITAC’s allied 
intelligence agency counterparts. 


> It prepared 35 intelligence briefs and 15 studies! to be shared with 
other government departments and agencies. 


> It conducted investigations and provided advice on a total of 92,300 
refugee claims and immifgration applications, as well as 227,000 
citizenship applications. 


¢ SIS issued 525 information briefs and 127 inadmissibility briets. 
> It vetted 114,000 visitor visa applications from foreign nationals. 

* SIS issued 49 information briefs and 62 inadmissibility briefs. 
> It provided 55,000 government screening assessments. 


* (SIS issued 12 information briefs reporting information of an 


adverse nature. 
> It provided almost 84,000 site-access clearance assessments. 


¢ SIS provided three information briefs to requesting agencies. 


ak See Annex A for definitions of these and other terms. 
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To remain effective, the Service developed innovative investigative 
techniques, as well as sophisticated technological solutions. This 
has included: 


> improving the way it uses technology; 


> working with Canadian and international partners to develop 
leading-edge technologies; 


> expanding our intelligence officer (IO) and analyst ranks; and 


> expanding and strengthening our network of foreign officers. 


CSIS enhanced its analysis capabilities and maximized efficiency by: 


> streamlining our organizational structure and simplifying how we do 
business; and 


> working with international partners to learn from their knowledge 
and expertise. 


CSIS continued to make a valuable contribution by: 


> investigating covert activity by foreign entities, including espionage 
and attempts to interfere in the lives of people in Canada or in political 
processes here or overseas; 


> collecting foreign intelligence in Canada at the request of the Minister 
of National Defence and the Minister of Foreign Affairs; and 


> countering the efforts of state and non-state actors to acquire materials 
or technology in Canada that could be used for producing weapons of 
mass destruction. 


CSIS’ People and Budget 
CSIS’ budget in 2006-07 was $356 million. 


As of March 31, 2007, CSIS had 2,449 full-time equivalent (FTE) employees. 
The Service has continued to attract high-calibre applicants in a wide range 
of job categories. It has developed tools ensuring it can recruit, train and 
integrate the right staff at the right time: 


> Intensive recruitment campaigns seek to attract applicants from varied 
backgrounds for a range of vacancies, including positions as intelligence 
ofticers (100 new IOs were hired in 2006-2007), intelligence analysts 
and linguists, and jobs with a technical, information technology, legal 
or administrative focus. 
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> Training programs build skills in leadership and management, analysis, 
intelligence operations, languages and corporate functions. 


Carleton University named CSIS an Employer of the Year in 2006-07 in 
recognition of our attendance at career fairs, and other job recruitment 
initiatives. 


CSIS will continue to invest heavily in developing the range of skills and 
knowledge needed across all functions of the organization. 


Accountability and Oversight 


CSIS’ activities continued to attract extensive media, community, business 
and parliamentary attention. 


The Inspector General of the Canadian Security Intelligence Service 
continued her task of reviewing, monitoring and studying CSIS opera- 
tions. Where the Inspector General identified administrative or procedural 
shortcomings, CSIS initiated corrective action. In her 2006 Certificate to 
the Minister of Public Safety, the Inspector General stated that the Service 
“has not acted beyond the framework of its statutory authority, has not 
contravened any Ministerial Directions, and has not exercised its powers 
unreasonably or unnecessarily.” 


The Security Intelligence Review Committee (SIRC) conducted its annual 
review of CSIS operations in 2006-07. The review examined CSIS security 
intelligence activities, complaints made against the Service and CSIS 
accountability mechanisms. The Committee’s Annual Report was released 

in October 2007. 


On October 31, 2006, I appeared before the House of Commons Standing 
Committee on Public Safety and National Security, where I was invited to 
present CSIS’ perspective on the report of Justice O’Connor concerning 
the case of Mr. Maher Arar. 


During my appearance, I acknowledged the report’s criticisms of CSIS. 
Justice O’Connor found that CSIS did not undertake an adequate reliability 
assessment to determine whether information received from Syria was likely 
to have been obtained by torture. He also noted a lack of CSIS and ROMP 
support for a letter from Foreign Affairs Canada to Syrian authorities, seek- 
ing Mr. Arar’s release. Further, Justice O’Connor criticized both the process 
and the impact of claims made by the Government of Canada to protect 


national security contidences. 
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I would like to reiterate that CSIS takes the findings and recommenda- 
tions of Justice O’Connor very seriously. We are, and will be, adjusting our 
policies in response to certain recommendations. We are also working with 
other federal departments and agencies to develop effective responses to 
other recommendations. 


It should be noted that Justice O’Connor did not find any evidence that 
CSIS, or any Canadian official, participated or acquiesced in the decision to 
detain Mr. Arar or remove him to Syria. More specifically, Justice O’Connor 
found no evidence that CSIS shared any information about Mr. Arar with the 
United States before he was detained in New York and after he was deported 
to Syria. These findings are consistent with those of the Security Intelli- 
gence Review Committee, which examined the Service’s involvement in 
Mr. Arar’s case. 


CSIS also participated in the Commission of Inquiry into the Investigation 
of the Bombing of Air India Flight 182. 


Outreach 


For CSIS’ public communications and outreach, 2006-07 was a busy year. 


CSIS participated in a press conference on June 3, 2006, when the current 
Deputy Director of Operations spoke about CSIS’ role in the investigation 
leading to the arrest of terror suspects in Toronto. Our organization usually 
shuns the spotlight. In this case, however, we felt it was important to talk 
to the media and Canadians about our role in the investigation, and to 
demonstrate how we work in partnership with other federal departments 
and agencies to help keep Canada and Canadians safe. 


CSIS also held meetings with a variety of communities and stakeholder 
groups to keep the lines of communication open and to listen to the 
concerns of Canadians. I intend to continue expanding opportunities for 
Canadians to learn about CSIS and the important work we do. There is 
likely, however, always to be some conflict between the public’s desire for 
information and CSIS’ need to maintain confidentiality for security and 
legal reasons, personal safety or operational effectiveness. 
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Looking Ahead 


According to the University of British Columbia’s Human Security Brief 
2006, terrorism incidents (and victims) have tripled since 2000. Given the 
persistent and pervasive threats we face, CSIS will continue to focus on its 
core mandate of investigating security threats to Canada and its interests. 
Such threats include the radicalization of some Canadians and continued 
aggressive activities by foreign governments engaged in espionage activities 
and foreign interference. 


CSIS will also make progress on its agenda of internal change. We will con- 
tinue to recruit and train a new generation of intelligence professionals who 
represent the geographic and demographic diversity of Canada. To accom- 
modate existing and future employees, we will begin construction of the 
next phase of our national headquarters building—a project that has been 
in the planning stages for several years now. We will strive to continue to 

be an employer of choice. And we will carry on our efforts to develop a full 
performance measurement program. 


We will work to keep abreast of the relentless changes in technology— 
especially in areas such as telecommunications and the Internet. These 
play a central role in the planning, organizing, and execution of terrorist 
activities, as well as in recruiting participants. They are also crucial for 
our response to other threats. 


In international operations, CSIS will further enhance its capacity to 
detect and deter threats originating outside Canada. This will also help us 
better protect Canadians beyond our borders, whether military personnel 
or civilians. 


Finally, CSIS will continue its efforts in the area of public communications 
and outreach to Canadians. The aim is to ensure that Canadians better 
understand who we are and how we conduct our business. 


Me 
Jim Judd 
Director 
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CSIS Operations— 
Results for 2006-07 


There were significant terrorist attacks around the world in 2006-07. The 
motives for the attacks varied. Some were the actions of separatist move- 
ments. Others reflected sectarian tensions. Still others were inspired by 
the ideology of al-Qaeda. 


Terrorism is a global phenomenon requiring an international response. 
Canada cannot counter the threat working alone. To carry out its man- 
date, CSIS operates within as well as outside Canada: it shares information 
with domestic partners, such as the RCMP and the Canada Border Services 
Agency, and also with foreign agencies. 


Once again, CSIS’ counterterrorism program was our focus in 2006-07. 
The Service put much of its efforts into investigating any potential terrorist 
threats to Canada and its interests, and ensuring that Canada was not used 
to support or stage attacks elsewhere. For example: 


> During the year, a main focus of CSIS was terrorism inspired by the ide- 
ology of al-Qaeda, and the issue of radicalization of citizens or residents 
of Western countries. 


> Terrorism continued to represent a major threat to Canadian military 
and other personnel in Afghanistan. The use of suicide bombers against 
Janadian Forces personnel remained a concern. CSIS continued to 
provide intelligence support - both domestically and in-theatre - to the 
Department of National Defence (DND) for the protection of Canadian 
Forces stationed in Afghanistan. 


> In summer 2006, CSIS provided intelligence support to Foreign Affairs 
Canada and to the Canadian Forces to help safely evacuate Canadians 
from Lebanon. This was the largest evacuation in Canadian history. It 
was carried out in the face of huge challenges, including a deteriorating 
security situation, warfare, a sea blockade, and severely damaged Leba- 
nese infrastructure and communication systems. 


Apart from counter-terrorism efforts, CSIS investigated cases in which foreign 
governments or organizations tried to interfere with, manipulate or gain con- 
trol of communities of different ethnic or cultural backgrounds in Canada. 


Public Report 


Other priorities in 2006-07 included investigating threats to Canada’s 
economic security and critical infrastructure, and safeguarding the confi- 
dential information of the Government of Canada from espionage by foreign 
governments. As part of this work, CSIS produced 208 threat assessments, 
35 intelligence briefs and 15 studies, and it shared these with other 
government departments and agencies. 


In addition, the Government of Canada’s Integrated Threat Assessment 
Centre, which is housed at CSIS, issued 83 threat assessments and 
redistributed 1,150 others produced by the fusion centres of allied 
intelligence agencies. 


CSIS’ Security Screening Program is a vital component of the Government 
of Canada’s national security. It is one of the most visible functions under- 
taken by CSIS, as well as one of our main operational responsibilities. 


Table 1: 

CSIS Government Screening * 

scans i RSC CL AT OE NE NCATE TOE 3008106 | 3006.07 
Requests from DND | 9,200 | 13,100 
Requests from other departments/agencies : 32,900 38,100 
Assessments issued to DND : 8,900 : 13,200 
Assessments issued to other departments agencies 28,900 41,800 


pooper errr a tevev str err rere i titi i tier erie 
sh eteseee eee eee eee e ee EET ESS ESE e ETT EEE EEE TETHER EEOC EE HOE EEE E DEES EEE ES EREGS SED . = 


* Figures have been rounded to the nearest 100. 


The Screening Program seeks to prevent anyone presenting a security 
concern from gaining access to sensitive government assets, locations or 
information. CSIS conducts screening investigations and provides security 
assessments for all federal departments and agencies. The sole exception 
is the RCMP. which sereens its own personnel. Screening is critical to the 
protection of classified information and sensitive assets. It is also essential 


for maintaining the confidence of countries that provide Canada with intel- 
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liSence and access to sensitive technology and sites. Table 1 summarizes 
Screening Program activities during 2005-06 and 2006-07. During the past 
year, CSIS issued three information briefs to DND, nine information briefs 


to other government departments and no denial briefs. 


Table 2: 
CSIS Site Access Screening ee as 


nate nea e mene ne eneee eee eee aeennsneeneenreeesnee esses sht tas AtPeP POLO Ete eee ent eMHAt FAT AGP GU SCF eee hha ASO AO POP Oe OTOP rTP NAPA EA SOFTEE LALOR LAAT ADL OLE TEA DS OLAS AAO AO 


PTT OTIES PETTITT TTT PITTI Titi Pee eee Tie ieee re ee Leveecceneesenccseeneceeeeeesen Steen eee rene vereeeeeeeeres 


Parliamentary Precinct : 1,000 : 1,100 

Airport Restricted-Access Area : 37,600 | 39,300 

Nuclear Facilities | 10,600 : 17,900 

Special Events Accreditation : 2,400 0) 

Free and Secure Trade (FAST) : 3,100 23,100 

Other Government Departments : 2,400 : 2,900 
hi aaa 


* Figures have been rounded to the nearest 100. 


In addition, CSIS provides site-access screening. A site-access clearance 
allows an individual to enter certain secure areas ee installations (e.g 
airports, the Parliamentary Precinct, nuclear power stations, restricted 
areas) or provides accreditation for a special event. In 2006-07, CSIS received 
almost 84,000 requests for this type of screening. It provided two information 
briefs related to Parliamentary Precinet requests and one information brief 
related to a request under the Airport Restricted-Access Area program. 


The goal of CSIS’ Immigration Screening Program is to prevent non- 
Canadians who pose security risks from entering or receiving status in 
Canada. Under this program, CSIS vets applications and provides advice to 
Citizenship and Immigration Canada as well as the Canada Border Services 
Agency (CBSA) to support the processing of refugee claims or applications 
for immigration or citizenship. CSIS’ authority in this regard is provided 
under sections 14 and 15 of the CSIS Act. In 2006-07, CSIS received approxi- 
mately 92,300 requests under various immigration screening programs. 
The Service issued 370 information briefs and 127 inadmissibility briefs. 
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Table 3: 
Immigration Screening 


ASADSAAAAR ARADO RDO Rema neenennnnennnenereenene rere eeesasenneneernnen SP PCAMAAAAAAAAD ADDS RORADACDALAD A DAREO DOOR en000t0r>renDAA DOO nerenneannennnennrrarrarnnnreresneenacananans 

. ats LP PCOEORGAte tht thE DOP OSORO LAE ARE ILACRe rere nrerennnennaneenrnere®rAeerdAreAeeDerern rare tran renDnremnnenetnnrtnaerrarnaarrarnnernrnrearanasennsannnananas 
ea Sie ol : : 

% : ‘ : 

os = 

ide 3; a g Ki 1 ‘3 
fre ee : * 

e rae ; i 3 

eee > 

Sa eereeseccsevecerere SANE PaaS oe 2 NR SUSIE EIDREE SION SECTIONS MOREE SOeeveeeeeseswescesoeseeseseereneneeessesteseceecsous 


PEAMPAAA RA d.0010.902-9.9.0.09.009099R0 L026 202 2090050028 D0492 200001 AO 0 AAdADDDDO0OR0Orer eer cadres reroeneereranenarecnrnr 


SUTTONS SECC CT TC TU TTS USCS ESS SSCL U ETE O VOLO OCSSEO TOU EVISTUUNUS HOSS CET CCEUU EEN U SEEN eesedeuesreesteseesoeeees 


Within and outside Canada } 63,200 62,800 133 7 201 


Front-end screening? , 17,100 : 17,900 : 89 143 
Refugee® determination : 11,700 11,600 ees, : iS3 
SUBTOTAL £92,000 | 82.300" 2. 349. 497 


Citizenship applications ! 308,000 227,300 120 : '35 


TOTAL | 400,000 | 319,600 | 469 652 


' Figures have been rounded to the nearest 100. 

? Represents individuals who arrive at the Canadian border claiming refugee status. 

* Represents refugees (as defined by the Immigration and Refugee Protection Act) 
who apply from within Canada for permanent resident status. 


In 2006-07, CSIS received over 114,500 applications from foreign nationals 
for visitor visas. The Service provided 49 information briefs and 62 inadmis- 
sibility briefs related to these requests. 


CSIS also responds to inquiries under the Access to Information Act and the 
Privacy Act. Table 4 represents the number of requests CSIS has received 
under these acts in the past two fiscal years. 


Table 4: 
Requests for Release of Information 


scrseaenctasassasnesscanneeassesencesasecancaneennancecasensesanneasonennsnusssaneaeasnnantacannasansnasnedets ees sus ee a rare 


os eesseneneuevenenecseussseeneversederesesseceeacsnenenenenenen ti PPP eee eee eee eee) 
oteee oS SUES ins Teh ore SLE OND Ie Rey RPE Oey Ce OE POE Pee eT EE EEE LL . 


Access to Information Act requests 107 105 


Privacy Act requests pANAES 
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Inside CSIS 


Agenda of Internal Change 


In 2006-07, CSIS continued to take steps to modernize and improve its 
organization and management practices: 


> On May 1, 2006, CSIS launched a new organizational structure with the 
aim of increasing operational capacity, consolidating and enhancing 
analysis and production functions, and enhancing corporate support. 
For the new CSIS organizational chart, see Annex C. 


> In fall 2006, CSIS launched a program to develop a performance meas- 
urement framework. With operational pressures growing steadily, the 
framework will help ensure that CSIS resources are properly allocated 
and generate intended results. 


Our People 


CSIS has its National Headquarters in Ottawa, and regional and district 
oftices across the country. 


CSIS also has employees stationed in certain diplomatic posts outside 
Canada, and Canada-based personnel travelling outside the country for 


specific operations. 


In 2006-07, CSIS had 2,449 full-time equivalent (FTE) employees. Our 
workforce consists of intelligence investigators and analysts, surveillants, 
information management and technical specialists, security screening in- 
vestigators, and translators and interpreters. We also have staff performing 
standard corporate management and support functions. 


CSIS employees have varied educational qualitications. Many hold multiple 
university degrees in disciplines such as law, social and physical sciences, or 
information technology. 


The CSIS workforce is diverse. In 2006-07 it was split evenly along gender 
lines, while visible minorities were represented in higher proportions than 
the average for the federal public service. Sixty-four percent of our employees 
speak both of Canada’s official languages. In addition, 38 percent of our 
intelligence officers are able to speak a language other than English or 


French. Collectively, our employees speak more than 85 foreign languages. 
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Table 5S: 
Focus on CSIS Workforce, 2006-07 


No. of FTEs — i 2.449 
Rose PILI TON AW PVCS SECTS EET ELE OTRONET TVG CEST ESTO VEU NTCCD COSTES ELLENVDETECIN ATS OVS Oo We bE TE TA Ie RCo eda WEN eG UaUa a FoGa CoWN Ua ins Ca beddbvcaueetievedeseas 
Average age of CSIS employees : 42 years 
% of bilingual employees (English and French) : 64% 
WEES TDOS Te TeV eT IOVS VINES TS SECON TONS T UF OST EU Cees e se oebereTeseneeysdsvedesecesese cee ceueuT Eee csc dubuwcvclrene dwovcede Duc eeaee HCN eI RAST coe tev NR CrP ee LUO RS 
% of intelligence officers who speak a language 
tects 38% 
other than English or French 
ae <a kt ER A le AO be Re RD Me iE SARC APN AT TOE 
% of women P80 2: 
8 Le ene ei he ee On ee eee ee SERS ARLE eee ee ee | 
% of CSIS managers from ans 
A 1. ; £970 
Intelligence Officer job stream 
Same ae abn ete esse titans silos’ Gnrve Sonefus san astasctenean nar ansacsvatsavngcasttwscaracascussesaaescescass saps sesssesssssssevcseccscasscsedesensescnensnsnencecnreces 


Figure 11: 
CSIs Workforce 
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Recruitment and Training 


CSIS has made it a priority to recruit a new generation of intelligence 
professionals reflecting the current demographic realities of Canada. 


CSIS continues to attract many bright young Canadians to its ranks 
—people who have the knowledge, aptitude, skills and passion for modern 
intelligence work and the desire to protect Canada’s national security. 
Among them are intelligence officers as well as analysts, computer scien- 
tists, technicians, linguists and others. 


In 2006-07, CSIS participated in 53 career fairs, provided 134 information 
sessions about intelligence officer positions and participated in 18 special 
recruitment events (receptions and cultural events). For its efforts, 
Carleton University named CSIS an Employer of the Year in 2006-07. 


CSIS continued its “Lunchtime Theatre Series” for employees, with outside 
speakers and some in-house experts sharing their knowledge and encouraging 
discussion. Topics covered in 2006-07 included: 


> Intellectual property law; 
> Russia and Chechnya trom a journalist’s viewpoint; 


> The UK threat environment (video presentation by the then-Director 
General of the British Security Service, Eliza Manningham-Buller); 


> The US invasion of Iraq (video presentation by Richard Clarke); and 

> Defence intelligence in 2007. 

The Regions 

About half of CSIS’ workforce is located in its six Regional offices: Atlantic, 


Quebec, Ottawa, Toronto, Prairie and British Columbia.? Together with district 


oftices, CSIS operations cover all geographic areas of Canada. 


2 See Annex E for a list of CSIS regional offices and their locations. 
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Focus: B.C. Region 


> CSIS’ British Columbia regional office is located in 


downtown Burnaby. 


| > A key focus for the Region’s operations in 2006-07 
was the issue of radicalization of citizens or residents 


of Canada. 


| | > During the fiscal year, the Region participated in five 
career fairs and 20 information sessions to recruit 


for intelligence officer positions. 


> In early June 2006, Region representatives held a 
community forum in Vancouver with members of the 
Muslim and Arab communities to discuss the arrests 


of terror suspects in Toronto. 


> With the Minister of Public Safety, the Honourable 
| Stockwell Day, Region employees participated in a 
public forum entitled “Security and Our Community: 
A Public Dialogue.” The event was held at the Univer- 
sity College of the Fraser Valley in Abbotsford in 


November 2006. 


> Also in November 2006, B.C. Region took part in a 
formal meeting of the Cross-Cultural Roundtable on 
Security and a regional symposium sponsored by 


the Roundtable. 


> The Region hosted a visit by the Minister of Public 
Safety in January 2007. Mr. Day toured the Burnaby 
offices and was given a demonstration of CSIS’ 
intelligence collection capabilities. 
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Financial Resources 


CSIS’ final budget tor 2006-07 was $356 million (see Figure 2). 


CSIS’ financial resources have increased since 2001-02 as a result of new 
funding for public security and anti-terrorism initiatives allocated in the 
December 2001 federal budget. In addition, CSIS received resources for 
its part in the Government of Canada’s Marine Security Initiatives and the 
Canada-US Smart Borders Declaration. 


In 2005-06, the CSIS budget increased significantly as a result of the inclu- 
sion of Employee Benefit Plan costs; these were not previously paid out of 
the Service’s appropriation. Additional funding was provided to augment 
the Service’s foreign collection capabilities and administer the Integrated 
Threat Assessment Centre. 


Construction costs shown from fiscal years 2002-03 to 2006-07 represent 
expenditures associated with the project definition stage of a planned 
expansion of the National Headquarters building. 


The March 2007 federal budget committed $80 million over two years to 
CSIS to assist in maintaining operational capacity. We will report on the 
impact of Budget 2007 on CSIS operations in our 2007-08 Public Report. 


Management Accountability 


Sound management within the federal Public Service demands strong 
accountability. The Treasury Board Secretariat (TBS) provides advice to 
federal departments and agencies, as well as oversight of financial manage- 
ment functions. In this regard, TBS developed a tool called the Management 
Accountability Framework (MAF). The purpose of the MAF is to identify 
strengths and weaknesses in the management of federal organizations. It 
provides clear expectations with which federal institutions - including the 
Service - can plan and measure their performances. 


Public Report 


TBS’s 2006 MAF assessment of the Service - while indicating there remained 
some room for improvement in the area of performance measurement - was 
largely positive. In particular, TBS recognized the Service’s strong perfor- 
mance in managing its information technology assets. The Service also 
met TBS’s expectations for management decision-making, contributions 

to horizontal policy initiatives, continuous learning, asset and project 
management, procurement and our response to clients’ needs. 


Another recent management accountability initiative in which the Service will 
participate is Treasury Board’s new Program Activity Architecture (PAA). The 
PAA is an authoritative list of program activities against which federal organi- 
zations - including CSIS - will report to Treasury Board and Parliament. The 
PAA is meant to retlect how organizations are structured, how accountabili- 
ties are managed and how performance measures are identified. 


Figure 2: 
CSsis Budget 
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Public communications 


CSIS once again increased its efforts to communicate with Canadians 
in 2006-07. 


In June 2006, the Service participated in a news conference to discuss 
its role in the investigation leading up to the arrests of terror suspects 
in Toronto. 


ISIS handled almost 520 media inquiries in 2006-07; approximately 

20 percent of them concerned the Toronto arrests. CSIS spokespersons 
appeared on television and radio news shows—including “MTV Live”— 

to encourage young people to consider a career with the Service. Also, the 
Director gave four public speeches during 2006-07, and appeared before 
the House of Commons Standing Committee on Public Safety and Nation- 
al Security. On behalf of the Director, the Deputy Director of Operations 
appeared betore the Senate Standing Committee on National Security 
and Defence. 


CSIS’ outreach activities in 2006-07 included: 


> informal meetings with members ot Canada’s academic and ethno- 
cultural communities; 


> meetings with Canadian business leaders; 


> responses to invitations from other government departments, women’s 
groups, non-governmental organizations and universities; 


> participation in numerous regional events of the federal Cross-Cultural 
Roundtable on Security; and 

> attendance at career fairs and recruiting events at universities and 
community festivals. 


CSIS will continue to develop its public communications and outreach 
programs in 2007-08. 
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Table 6G: 
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CSIS in the headlines, 
2O0OG-O0O7 


Espionage still a threat, 
CSIS official warns 
Globe and Mail, April 10, 2006 


Terror Cops Swoop; How Internet 
monitoring sparked a CSIS investi- 
gation into what authorities allege 
is a homegrown Canadian terror cell 
Toronto Star, June 3, 2006 


Nine Lessons from CSIS’ War 
on Terror 
Globe and Mail, June 6, 2006 


CSIS spoke to suspects’ parents 
prior to raids 
Globe and Mail, June 15, 2006 


Le directeur de agence 
d’espionnage du Canada affirme 
que le SCRS a réagi a la dimension 
internationale des menaces con- 
temporaines en affectant un plus 
grand nombre de ses agents 

a Pétranger 

Journal de Montréal, June 20, 2006 


Spies covet high-tech secrets, 
CSIS says 
Globe and Mail, June 23, 2006 


CSIS agents, special forces aid 
evacuees 
Hamilton Spectator, July 27, 2006 


CSIS kept tabs on 274 terror 
suspects last year 
Globe and Mail, October 27, 2006 


> CSIS director reveals extent of 


operations carried out abroad 
Globe and Mail, October 28, 2006 


Le SCRS voudrait que ses 
espions jouent un plus grand 
role a l’étranger 

La Presse, October 28, 2006 


Un agent du SCRS affirme 
que Hampel est bien un espion 
La Presse, November 29, 2006 


The spy who left: Getting rid of 
Paul William Hampel wasn’t the 
best possible result for CSIS, but 
the case shows the value of security 
certificates 

Ottawa Citizen, December 7, 2006 


CSIS seeks a few good spies: ‘Help 
wanted’ ad signals growth in intel- 
ligence demands since 9/11 
Ottawa Citizen, January 4, 2007 


The sound & the fury of ethnic 
outreach: RCMP, CSIS listen as 
communities vent, but is it getting 
anywhere? 

National Post, February 17, 2007 


Tigers recruiting Canadian youth, 
CSIS told PM: ‘Secret’ Memo 
National Post, March 21, 2007 


Annex A: 
Glossary of Terms 


CSIS Report: One of several types of classified strategic intelligence assess- 
ments prepared by CSIS to inform the government about the entire range of 
threats to the security of Canada. Based on all-source information—including 
a range of open-source and classified information—the CSIS Report provides 
a broad, in-depth review of the issue. (CSIS discontinued production of the 
CSIS Report at the end of 2005-06, focusing instead on the CSIS Study.) 


CSIS Study: Differs from the CSIS report in that it offers an assessment of a 
threat in its entirety. 


Denial brief: Advice issued by CSIS recommending to a requesting agency 
that a security clearance or site access be denied to an individual. 


Foreign intelligence: Section 16 of the CSIS Act allows CSIS to collect 
foreign information or intelligence relating to the capabilities, intentions 
or activities of any foreign state or group of foreign states, or anyone other 
than a Canadian citizen, permanent resident or a Canadian corporation. 
CSIS can collect foreign intelligence only in Canada, at the request of the 
Minister of Foreign Affairs or the Minister of National Defence under the 
CSIS Act. 


Foreign operations: Activities of CSIS employees stationed outside Canada, 
and the collection of threat-related information overseas. 


Inadmissibility brief: Advice issued to Citizenship and Immigration Canada 
and to the Canada Border Services Agency regarding the potential inadmis- 
sibility of an applicant under the security provisions of the Immigration and 
Refugee Protection Act. 


Incidental letter: Advice issued to Citizenship and Immigration Canada 
and to the Canada Border Services Agency when CSIS has information 
about an applicant who is or has been involved in non-security-related 
activities defined under the Immigration and Refugee Protection Act. 


Information brief: Advice issued in a government screening case when 

CSIS has information that could have an impact on the requesting agency’s 
decision to grant an applicant a security clearance or site access. It is also 
provided in immigration screening cases when CSIS has information that an 


applicant is or was involved in activities that bear consideration when deter- 


mining admissibility for entry into Canada. 


Intelligence brief: A classified report prepared by CSIS based on all-source in- 
formation, including a broad range of open-source and classified information. 
Unlike the CSIS report or study, this is a short assessment that addresses a 
specific facet of a threat and is more time-sensitive. 


National security: While the CSIS Act does not define national security per 
se, it does define threats to national security very specifically (section 2): 


> espionage or sabotage directed against Canada or its interests; 


> foreign-influenced activities within Canada that are detrimental to its 
interests; 


> activities involving the threat or use of serious violence against persons or 
property for the purpose of achieving a political, religious or ideological 
objective within Canada or a foreign state; and 


> activities directed toward undermining by covert unlawful acts or 
destroying or overthrowing Canada’s constitutionally established 
system of government. 


Security intelligence: The product resulting from the collection, collation, 
evaluation and analysis of information regarding security threats. It provides 
government decision-makers with insight into activities and trends at the 
national and international levels that can have an impact on the security 

of Canada. This insight allows decision-makers to develop suitable policy 
anticipating possible threats. Regardless of its source, security intelligence 
provides value by supplementing information already available from other 
government departments, open sources such as the Internet, or the media. 


Threat assessment: Information concerning a potential threat to national 
security, issued by CSIS or ITAC to the intelligence community, law enforce- 
ment agencies and other organizations. 


Annex B: 
Accountability and Review 


CSIS is one of the most open and reviewed security organizations in the 
world. It is subject to a system of control and review mechanisms and 
processes, prescribed by the CSIS Act: 


> 


Minister of Public Safety: The Minister is responsible to Parliament for 
CSIS as a whole and for its general direction. The Minister issues policy 
guidelines concerning operational procedures, is informed of security 
operations and problems, and approves cooperative agreements and 
relationships with foreign agencies. 


Deputy Minister of Public Safety: The Deputy Minister provides advice 
to the Minister on general direction to CSIS, and monitors how CSIS 
implements this direction. 


Director of CSIS: The Director of CSIS is accountable to the Minister 
for the management and control of CSIS. The Director submits periodic 
reports on CSIS activities to the Minister, and chairs internal commit- 
tees mandated to enhance the organization’s management and 
accountability. One of these committees has direct responsibility for, 
and authority over, CSIS’ use of intrusive investigative techniques. 


Inspector General: The Inspector General is appointed by the Gover- 
nor in Council to monitor CSIS’ compliance with operational policies, 
review its operational activities and issue a certificate indicating the 
degree of satisfaction with the Director’s annual operational report. 

The certificate and the report are forwarded to the Security Intelligence 
Review Committee. At the request of the Minister or SIRC, the Inspector 
General may conduct a review of specific CSIS activities. The Inspector 
General has access to all information under CSIS’ control, except for 
Cabinet confidences. 


Security Intelligence Review Committee: SIRC is appointed by the 
Governor in Council to review how CSIS performs its functions and to 
investigate complaints against the Service. The Committee also inves- 
tigates complaints filed by individuals denied security clearances, and 
reviews reports concerning immigration applications and citizenship 
applications rejected on security or criminal grounds. To fulfill its re- 
sponsibilities, the Committee has access to all information under CSIS’ 
control, except Cabinet confidences. SIRC informs the Minister of Pub- 
lic Safety of its investigation findings on an ongoing basis, and produces 
an annual report tabled by the Minister in Parliament. 


> Federal Court: The power to authorize intrusive investigation techniques 
rests solely with the Federal Court of Canada. Before such an authoriza- 
tion can be made, CSIS must provide solid justification for the proposed 
use of these techniques in a warrant application, which is reviewed by a 
senior CSIS committee chaired by the Director and composed of repre- 
sentatives from the departments of Justice and Public Safety. 


If the committee endorses the application, it is then submitted to the 
Minister of Public Safety for approval. Only after receiving the Minister’s 
approval is the warrant application, in the form of an affidavit, submit- 
ted to a judge of the Federal Court for a decision. 


Public Report: CSIS provides information to Parliament and the 

public through the CSIS Public Report, which gives an assessment of 
the current security intelligence environment. The Public Report seeks 
to increase awareness of CSIS functions and procedures, and to dispel 
some of the myths surrounding security intelligence work. CSIS also is- 
sues a classified report to the Minister of Public Safety each year, giving 
a detailed assessment of the security intelligence environment. 


In addition, CSIS activities are reviewed by outside bodies such as the Office 
of the Auditor General, and the commissioners dealing with access to infor- 
mation, privacy and official languages. 
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Annex D: 
Frequently Asked Questions 


What does CSIS do? 


CSIS collects and analyzes information and security intelligence from across 
the country and abroad, and reports to and advises the Government of Can- 
ada on national security issues and activities that threaten the security of 
Canada. CSIS also provides security assessments to all federal departments 
and agencies, with the exception of the Royal Canadian Mounted Police. 


How does CSIS differ from the RCMP? 


CSIS is not a law-enforcement agency. The Service is strictly concerned with 
collecting information and security intelligence for the purpose of advising 
the government. The role of the RCMP and other law enforcement agencies 
is to investigate criminal activity and collect evidence that can be used in 
criminal prosecutions. 


Is CSIS allowed to investigate protest groups? 


CSIS is mandated to investigate individuals or groups that may pose a 
threat to the security of Canada. As defined in section 2 of the CSIS Act, 
threats include espionage or sabotage, foreign-influenced activities or 
activities in support of terrorism. Section 2 specifically prohibits CSIS from 
investigating “lawful advocacy, protest or dissent” unless it is carried out in 
conjunction with one of the threat-related activities defined in the Act. 


How does CSIS decide to investigate a particular person 
or group? 


While CSIS cannot disclose its operational methodologies, it is important 
to note that when it decides to investigate a person or group, it does so 
because they are suspected of posing a threat to the security of Canada as 
defined in section 2 of the CSIS Act. The person or group must be engag- 
ing in activities that are believed to be in support of espionage, sabotage, 
foreign-influenced activity or terrorism-related activity. 


Is CSIS targeting its counter-terrorism activities at 
particular racial groups? 
CSIS targets individuals and groups based on their activities—if these are in 


support of a threat as defined in section 2 of the CSIS Act—and not on their 
ethnic origin or country of birth. 


CSIS’ operational activities are subject to yearly review by the Security 
Intelligence Review Committee and the Inspector General. 


As a federal government agency, CSIS is sensitive to Canada’s multicultural 
society. CSIS is an active participant in outreach events across Canada. 
Moreover, CSIS makes a concerted effort to have a workforce that is repre- 
sentative of the country’s population. In fact, cultural diversity is an essen- 
tial component of CSIS’ operational effectiveness. In 2005, 10 percent of 
CSIS employees belonged to visible minorities. 


Can CSIS investigative techniques be arbitrarily deployed? 


No. All intrusive methods of investigation used by CSIS must pass several 
levels of approval before they can be deployed. The most intrusive meth- 
ods—such as electronic surveillance—require a warrant issued by a judge 
of the Federal Court of Canada. The Security Intelligence Review Commit- 
tee and the Inspector General closely review CSIS operations to ensure 
that they are lawful and comply with the Service’s policies and procedures. 


What does CSIS do with the intelligence it collects? 


CSIS reports to and advises the Government of Canada on threats to the 
security of Canada. CSIS intelligence is shared with other federal depart- 
ments and agencies, including Foreign Affairs and International Trade 
Canada, Citizenship and Immigration Canada, the Canada Border Services 
Agency, the Department of National Defence, and the RCMP. CSIS also has 
arrangements to provide security assessments to other countries, mostly 
concerning visa applications. 


Does CSIS have a foreign presence? 


CSIS foreign officers are posted at certain Canadian diplomatic missions in 
various countries around the world. They collect relevant information from 
foreign police, military and security intelligence agencies, as well as from 
open sources such as newspapers, periodicals, domestic broadcasts, the 
Internet and official documents. Foreign officers also provide security advice 
to Citizenship and Immigration Canada or to the Canada Border Services 
Agency regarding prospective immigrants. 


Does CSIS operate overseas? 


CSIS has carried out operations overseas in the past and will continue to do 


SO aS circumstances warrant. 


There are no geographical restrictions in the CSIS Act on where CSIS may 
collect information on threats to the security of Canada. We may collect 


information on security threats from anywhere in Canada or abroad. 


The CSIS Act also allows CSIS to provide the Government of Canada 
with non-threat-related intelligence that is collected incidentally during 
CSIS operations. 


What is CSIS’ role with respect to Canada’s foreign 
intelligence requirements? 


“Foreign intelligence,” as defined in the CSIS Act, can be collected in 
Canada only at the request of the Minister of Foreign Affairs or the Minister 
of National Defence. 


Section 16 of the CSIS Act allows CSIS to collect foreign information 

or intelligence relating to the capabilities, intentions or activities of any 
foreign state or group of foreign states, or anyone other than a Canadian 
citizen, permanent resident or a Canadian corporation. 


Our current priority, however, is threats to the security of Canada— 
particularly terrorist threats. 


What is security screening? 


Security screening is a process by which the name of a security clearance 
applicant is verified against CSIS databases to determine whether the ap- 
plicant is mentioned in relation to threat-related activities. Depending on 
the level or category of security clearance required, security screening can 
also involve interviewing the applicant’s friends, neighbours and employers, 
consulting with local police, and possibly interviewing the applicant. 


On completion of the screening process, CSIS issues a security assessment 
advising whether to grant the applicant security clearance or access to a 
sensitive site. 


What is the purpose of security screening? 


The purpose of security screening is to prevent anyone presenting a security 
concern from gaining access to sensitive government assets, locations or in- 
formation, and to prevent non-Canadians who pose security concerns or risks 
from entering Canada or receiving permanent residence in the country. 


Who must undergo the security screening process? 


Security screening is required for federal public service employees, 
members of the Canadian Forces and persons under contract to a govern- 
ment department who, in the performance of their duties, have access to 
classified government assets or information, as well as people who work 
at sensitive sites such as airports, the Parliamentary Precinct and nuclear 
power stations. Non-Canadians who apply for permanent residence or 
refugee status must also undergo security screening. 


Security screenings fall into the following program categories: Government 
Screening; Sensitive Sites Screening; Foreign Screening; Immigration and 
Citizenship Screening; and Refugee Claimant Screening. 


How can I obtain a security clearance? 


CSIS provides security assessments of individuals for all federal government 
departments and agencies, except the RCMP. It does not, however, assist 
members of the general public with obtaining security clearances. To obtain 
a security clearance, you may contact the following authorities: 


> Ifyou are a member of the general public and a condition of employ- 
ment requires a government security clearance, contact the human 
resources division of the hiring government department. 


> Ifyou are a general contractor and require a security clearance, call 
Public Works and Government Services Canada at 613-948-4176 
in the National Capital Region or toll-free at 1-866-368-4646 
(weekdays, 8:00 a.m. to 4:30 p.m.). 


For all issues related to immigration, refugee status or visas, contact 
Citizenship and Immigration Canada toll-free at 1-888-242-2100. 


To file a complaint concerning the denial or revocation of a security 
clearance needed to obtain or keep federal government employment or 
contracts, contact the Security Intelligence Review Committee and follow 
the prescribed complaint process. 


I have some important information that might be of inter- 
est to CSIS. Whom do I contact? 


See the list of addresses and telephone numbers for CSIS headquarters 
and regional offices, or call the toll-free National Security Tipline 
at 1-800-420-5805. 


Whom do I contact to file a complaint about CSIS? 


The Director of CSIS and the Security Intelligence Review Committee are 
responsible for responding to complaints concerning an activity conducted 
by CSIS, or the denial or revocation of a security clearance. 


To file a complaint, send a letter by postal mail to the attention of the 
Director of CSIS at the Service’s National Headquarters (see Annex E tor 
the address). For further information on the complaint-filing process, visit 
the CSIS Web site: www.csis.gc.ca 


Annex E: 
Contact Us 


National Headquarters: 


Canadian Security Intelligence Service 


PO Box 9732, Station T 
Ottawa ON K1G 4G4 


Media and Public Liaison Contacts: 


1941 Ogilvie Road 
Ottawa ON K1J 1B7 


Tel. 613-993-9620 or 1-800-267-7685 toll-free (Ontario only) 
TTY 613-991-9228 (for hearing-impaired, available 24 hours a day) 


Regional Offices: 
Atlantic 


PO Box 126, Station Central 
Halifax NS B3J 3K5 
Tel. 902-420-5900 


Quebec 


PO Box 2000, Station A 
Montreal QC H3C 3A6 


Tel. 514-393-5600 or 1-877-223- 


2265 toll-free (Quebec only) 


Ottawa 


PO Box 9732, Station T 
Ottawa ON K1G 4G4 


Tel. 613-998-1679 or 1-800-267- 


7685 toll-free (Ontario only) 


Toronto 


PO Box 760, Station A 
Toronto ON MSW 1G3 
Tel. 416-865-1480 


Prairie 

(Alberta, Saskatchewan, 
Manitoba, Thunder Bay) 
PO Box 47009 

62 City Centre 

Edmonton AB T5J 4N1 

Tel. 780-401-7800 or 1-800-661- 
5780 toll-free (Prairie only) 


British Columbia 

PO Box 80629, Station South 
Burnaby BC V5H 3Y1 

Tel. 604-528-7400 
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The 2007-08 fiscal year remained a busy period for CS/S on many fronts 
as we continued to provide the government with information and advice linked to 
threats to the security of Canada and its interests. 


As described in the ‘Threat Environment’ portion of this report, counter- 
terrorism remained the Service’s number one priority in 2007-08. Terrorism has 
existed for generations and is certainly not a recent phenomenon. In the past dec- 
ade or so, and certainly since the September 11, 2001 attacks 
in the United States, most Western intelligence services have 
- not surprisingly - shifted their attention and resources to the 
threat of terrorism. 


In particular, we have focussed our attention on the 
threat posed by those individuals who either follow - or are 
inspired by - Al Qaeda’s ideology. Al Qaeda and its affiliated 
groups attract supporters from countries throughout the west- 
ern world, including Canada. This threat is global in scope, 
unlike most other terrorist movements of the past which tended 
to be more nationally or regionally focused. Its international 
reach and operations, combined with its largely decentralized 
structure, complicate an already difficult operational challenge 
for counter-terrorism investigations by intelligence and security 
agencies. 


Since the 9/11 attacks in the U.S., other plots have 
either been launched or disrupted in countries on several continents. Fortunately, 
to date nothing has matched the casualties inflicted in the 9/11 attacks, but this 
does not mean that the threat is disappearing. To become complacent or to spread 
a belief that Canada is immune from such threats could potentially have a tragic, 
devastating outcome. 


The vast majority of people in Canada are law-abiding individuals who 
abhor the use of violence to achieve political or ideological goals, and who also 
believe that there should be no sanctuaries for terrorists. However, some individu- 
als - even if they represent only a small fraction of a percentage of our population 
- are involved in activities that pose a security threat to Canada and its interests. 
The goal of CSIS is to provide the Government of Canada with the intelligence it 
needs to thwart such threats before they reach fruition. 
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While investigating the terrorist threat will remain the operational priority 
for CSIS in the foreseeable future, other issues continued to compete for opera- 
tional resources in 2007-08. The threat posed by the proliferation of weapons 
_ of mass destruction and ongoing efforts by several countries to develop nuclear 
weapons continued to be a reality. Foreign espionage - the primary preoccupation 
of intelligence agencies right up until the 1990s - continued unabated after 9/11. 
It is in fact growing and becoming even more sophisticated and aggressive through 
the application of new technologies. 


Foreign interference in domestic affairs, especially in multicultural socie- 
ties with large immigrant communities such as ours, also remains an issue of con- 
cern. Cyberattacks on computer networks and other critical information technology 
systems - which used to be seen as largely the work of ‘lone hackers’ - are increas- 
ingly becoming an attractive option for certain foreign governments or groups seek- 
ing to disrupt a country’s infrastructure or economy. 


CSI/S, like its counterparts, continues to face all these challenges while 
carrying out its mandate within today’s threat environment. From an international 
perspective, the Service’s increased role abroad, such as supporting the Canadian 
Forces in Afghanistan, represents a departure from pre-9/11 CSI/S operations. We 
must continue to enhance our foreign presence to effectively counter threats to 
Canada which originate from outside of our country’s borders. 


We worked diligently in 2007-08 to address some of these issues, and we 
continue to identify ways to meet other challenges that lie ahead. We must con- 
tinue to recruit new staff, acquire new technologies, and meet new demands from 
clients. The combined impact of growth and rapid demographic change continues 
to have an effect on the workforce of intelligence and security agencies, and CSIS 
is no exception. 


We need to ensure that the transfer of knowledge, solid training and 
development programs for new recruits continue while this transition takes place. 
Looking at the CSIS experience to date, the infusion of youth has been working 
well given the dedication, education, technological skills, and fresh perspectives 
which our new recruits bring to the table. Our workforce is also more diverse than 
ever before, one of the positive aspects of the generational change. 


On the public front, more is now known about the world of intelligence 
than in the past. Due to the nature of its work, CS/S must continue to protect its 
classified information and activities for reasons of national security, privacy and 
confidentiality. We cannot publicly discuss in detail our successes, nor our 
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mistakes. The protection of classified information, methodologies, and sources will 
always remain a crucial requirement for an intelligence service wishing to have any 
measure of success in carrying out its mandate. ) 


However, greater public interest in national security issues, combined with 
various ongoing public inquiries, court proceedings, reporting from various review 
bodies and greater use of access-to-information provisions have resulted in greater 
transparency for organizations like CSIS. As a result, CS/S continued its efforts in 
2007-08 for active communications and outreach initiatives, effectively explaining 
the Service’s role, mandate and organization in general, and dispelling some myths 
and misconceptions which occasionally find their way In the public reporting of 
CSIS issues. 


CS/S remains committed to a policy of public accountability. We welcome 
the tabling in the House of Commons of this 17th annual CS/S Public Report, which 
provides the Service with an opportunity to report on its priorities, activities and 
corporate issues for the 2007-08 fiscal year. 


Finally, 2007-08 was also a positive year on the corporate front. Several 
CS/S employees were awarded a Public Service Award of Excellence for their work 
in the evacuation of Canadian citizens from Lebanon during the Israel-Lebanon 
conflict in the summer of 2006. Also, in November 2007, CS/S was awarded the 
Chair’s Cup at the 2007 Government of Canada Workplace Charitable Campaign 
(GCWCC) Achievement Celebration, in recognition of the more than $164,000 
which CSIS employees contributed to the GCWCC. And finally, CSIS was named as 
one of the ‘Top 20 Employers in the National Capital Region’ by an academic advi- 
sory board in 2007. 


/ am very optimistic about the future of CS/IS. We have accomplished a 
great deal over the past few years, and as we approach our 25th anniversary, | am 
confident that we can do what must be done to become an even better organization 
and effectively meet the new challenges which lie ahead. | am proud to be part of 
an organization so dedicated to protecting our country and its citizens. 


Vile 


Jim Judd 
Director 
Canadian Security Intelligence Service 
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SIS Operational Activities 
2007-08 


CSIS, like other organizations, must establish priorities to ensure the best use of its 
resources in fulfilling its mandate. Over time, priorities change with circumstances. 
For this reason, the Service’s operational priorities are reviewed on an ongoing basis 
to ensure they reflect the current threat environment. 


In the early days of CSIS, most of its operational resources were directed to coun- 
ter-intelligence investigations. However, over the years - both before and after 9/11 
- terrorism has emerged as the primary preoccupation of the intelligence community 
in Canada and abroad, and 2007-08 was no exception. The Government of Canada 
has identified counter-terrorism as the top priority of CSIS. 


Other operational priorities for the Service in 2007-08 included investigations which 
focussed on: espionage and foreign interference (such as clandestine work of foreign 
governments in Canada); security threats against Canada’s information systems and 
critical infrastructure (posed by hackers, terrorists and foreign countries); the prolif- 
eration of weapons of mass destruction (chemical, biological, radiological or nuclear 
threats); and terrorist financing. Finally, security screening also continued to be a 
key priority in 2007-08, as CSIS continued its work relating to security assessments 
of individuals as part of the Government Screening program, as well as in provid- 
ing advice to Citizenship and Immigration Canada (CIC) as part of the Immigration 
Screening program. 


THE THREAT ENVIRONMENT 2007-08 
Terrorism 


Unlike many nations, Canada has been fortunate that no major terrorist incidents 
have occurred within its borders, or originated from Canada (such as the tragic Air 
India bombing in 1985), in over two decades. While some incidents did occur in 
2007-08 (for example, in April 2007, an explosive device was detonated outside a 
Jewish community centre in Montreal, causing damage but no injuries), the number 
of incidents of this nature have been minimal within Canada’s borders over the past 
several years. 


Terrorism, however, remains a real threat to the safety and security of Canadians. 
Since the 9/11 attacks in the U.S (in which 24 Canadians were among those killed), 
there continue to be major terrorist acts committed across the globe. 


PU BLICFREPORT 2007-2008 


Canadian Security Intelligence Service 


In Afghanistan, 30' Canadian soldiers were killed in 2007-08, most of them victims 
of improvised explosive devices (IEDs), or roadside bombs. Canada has the highest 
proportion of casualties amongst troops deployed for any North Atlantic Treaty Or- 
ganization (NATO) member-states providing support to the International Security As- 
sistance Force. Outside of Afghanistan, no maior terrorist incidents were carried out 
against Canadians or Canadian interests in 2007-08. However, nothing exempts 
Canada from the threat of serious violence which other countries have already ex- 
perienced. Canadians remain at risk of being directly targeted or simply having the 
misfortune of being in the ‘wrong place at the wrong time’ while travelling abroad. 


Investigating possible terrorist threats to Canada and Canadians - both domesti- 
cally and abroad - remained the primary (but not exclusive) focus of the Service’s 
operational activities in 2007-08. The notion of individuals or groups using violence 
aimed at governments and civilian popu- 
lations with the intention of pressuring 
governments into changing policies is 

as old as recorded history itself. The 
Current concept of terrorism has been 
enabled by several modern-day factors 
such as the Internet, cell phones, the 
proliferation of electronic media interna- 
tionally, broader access to air travel, and | aalllrerSyfS Director Jim Judd, speaking at the Raoul 
‘homemade’ improvised explosive de- | Wallenberg International Human Rights Symposium. 
vices. However, the objectives behind 
terrorist acts have remained the same 
throughout the centuries. Terrorism does not discriminate between its victims, with 
all races, religions, genders and age groups being affected. According to a report 
published by the U.S. National Counterterrorism Center (NCTC), it is estimated that 
over 50 percent of the victims of terrorist attacks in 2007 were Muslims. Addition- 
ally, 400 children were reported as either killed or injured in terrorist attacks during 
this same period. 


The overall terrorist threat in 2007-08 remained of much concern to the interna- 
tional community, including Canada. When factoring in the terrorist incidents which 
occurred in Iraq and Afghanistan in 2007, the number of overall attacks reported in 
2007 was virtually identical to that of 2006. In the years since the 9/11 terrorist 
attacks in the U.S., many countries have witnessed major terrorist incidents on their 
soil, both related and unrelated to Islamist extremism. Afghanistan, Algeria, Bangla- 
desh, Colombia, Egypt, India, Indonesia, Iran, Iraq, Israel, Jordan, Lebanon, Libya, 
Morocco, Pakistan, the Philippines, Russia, Saudi Arabia, Somalia, Spain, Sri Lanka, 
Syria, Thailand, Tunisia, Turkey, the United Kingdom, the United Arab Emirates and 


1 This figure does not include accidental deaths. 


/ 
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Yemen - among others - have all suffered significant terrorist attacks resulting in the 
death of civilians. Such attacks demonstrate the horrific realities of today’s interna- 
tional threat environment. 


New threats have emerged, whether state-sponsored or presented by non-state ac- 
tors. More recently, a new dimension to the overseas threat has surfaced in the form 
of homegrown radical extremism. In Europe, terrorist-related incidents and support 
networks remained a primary concern in 2007, as did the issue of radicalization. In 
East Africa, the presence of Al Qaeda and militants who support its cause continued 
to pose a serious security threat in the region. Additionally, ethnic violence and civil 
conflicts continued in a number of countries on the continent, feeding the terrorist 
threat and creating conditions whereby it can flourish. 


In the East Asia and Pacific region, the Jemaah Islamiya terrorist network, which 
espouses - through violence - the amalgamation of Indonesia, Malaysia and the 
Southern Philippines into a.regional Islamic state remained a serious threat to 
Western and regional interests. Militant and extremist activity was on the rise in 
Pakistan in 2007, with reported terrorist attacks increasing 137 percent from the 
previous year, culminating in the December 2007 assassination of Benazir Bhutto, 
former Prime Minister and Pakistani People’s Party leader. Attacks in Afghanistan 
were also up 16 percent since 2006. 


In the Middle East and North Africa regions, lraq remained the country most affect- 
ed by terrorist attacks, many attributed to Al Qaeda in Iraq (AQI) and other affiliated 
terrorist groups in the region. Additionally, Israel, Lebanon, Saudi Arabia, Yemen, 
Algeria and Morocco also suffered terrorist attacks in 2007. 


The threat of transnational terrorist attacks in Central and South America remained 
low in 2007-08, but regional conflicts continued in several countries, particularly in 
Colombia, where government troops continued to battle terrorist groups such as the 
Revolutionary Armed Forces of Colombia (FARC) and the National Liberation Army 
(ELN). Peru’s primary security concern remained that of preventing the re-emer- 
gence of the Sendero Luminoso (Shining Path) terrorist group, a listed entity under 
Canada’s Anti-Terrorism Act which in previous decades was responsible for attacks 
against Canadian interests in the region, such as the 1991 bombing of the Canadian 
Embassy in Peru. 


Like many other Western democracies, Canada has individuals within its borders 
who support the use of violence to achieve their political goals. Their activities are 
often linked to conflicts around the globe and typically include: planning or helping 
to plan terrorist attacks in Canada or abroad; providing a Canadian base for terrorist 


PUBLIC REPORT 2007-2008 


Canadian Security Intelligence Service 


supporters; fundraising; lobbying through front organizations; obtaining weapons and 
materials; and coercing and interfering with immigrant communities. 


Not surprisingly, CSIS’s current counter-terrorism priority is the threat posed by indi- 
viduals and groups inspired by the ideology of Al Qaeda. In the foreseeable future, 
the primary threat to Canada and its interests will be that associated with Islamist 
extremism, or what has been referred to as the “Al Qaeda phenomenon”. This threat 
to Canadian national security interests manifests itself on two levels: international 
and domestic. 


The threat from Islamist extremism primarily originates from several groups that can 
be characterized as the Al Qaeda ‘core’, its affiliated groups, and those individuals 
inspired by Al Qaeda’s ideology; all interpret world affairs through the prism of a 
perceived conflict between the West 
and Islam. In Canada, the relationship 
between the international and domes- 
tic threats is largely ideological and 
inspirational, rather than institutional 
and direct. 


Canada has been specifically identi- 
fied by Al Qaeda’s senior leadership 

as an important ally of the U.S. and is 
therefore deemed a legitimate target 

by the group. At least three Al Qaeda 
propaganda releases since 2002 have 
explicitly threatened Canada, and 
warned that our country can expect 
attacks similar to those experienced in 
New York, Madrid, London and in other 
cities. In June 2007, a video of an Al 
Qaeda training camp graduation ceremony, obtained by ABC News, included footage 
of a senior Taliban leader encouraging suicide attacks against Canada and other 
countries. The video appeared to show training camps graduates being divided into 
groups of suicide bombers who would be dispatched to various NATO countries, 
including Canada, to carry out such attacks. 


——CSIS Director Jim Judd, speaking at the Raoul 


Wallenberg International Human Rights Symposium. 


Additionally, Al Qaeda has identified Canada’s oil industry as a target, and Canada’s 
combat role in Afghanistan has also continued to raise its profile with groups such 
as Al Qaeda in 2007-08. CSIS, which continued to provide intelligence support to 
the Canadian Forces in Afghanistan, has had a presence in the country for the past 
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few years. The work undertaken by CSIS in Afghanistan has saved lives, and we 
will continue to do what we can to help our soldiers, as well as support Canadian 


interests and objectives in the region. 


Al Qaeda and affiliated groups have struck repeatedly at Western interests inter- 
nationally and they continue to plan and call for new attacks. The example set by 
global jihadists and their ideological pronouncements continue to provide direction to 
Islamist extremists living in the West, including in Canada. The Al Qaeda threat has 
not disappeared, despite the successes by intelligence and security forces in target- 


‘Al Qaeda is the most technologically 


sophisticated terrorist threat that has 


true in terms of its reliance on the — 
Internet as a multi-faceted facilitation 
tool to proselytize, to radicalize, to 
recruit, to communicate and to dis- 
seminate techniques and methods of 
operations”. 


— CSIS Director Jim Judd, speaking at the Raoul — 
Wallenberg International Human Rights Symposium. 


been seen. This has been particularly | 


| The group has evolved and new leaders 


have filled the gaps left by those arrest- 


: ed or killed. It has developed various 
_ degrees and levels of supporters and op- 
eratives that could be used as potential 


launching points for external attacks. Al 


E Qaeda is also building global alliances 
ul with several groups that support its 


ideology. The organization has shown 
itself to be resilient, operationally imagi- 
native and technologically adept. It has 


Q also proven to be a remarkable market- 


ing machine with respect to using the 
international media and the Internet to 


| disseminate its beliefs and celebrate its 
» attacks. 


Internet access is instantaneous and 


| _ global, and creating a website is often 


possible at very minimal or virtually no 


~ cost. The Internet has become a key 


tool for several terrorist groups and plays a central role in the planning, organizing, 
and execution of terrorist activities, as well as in recruiting participants and dis- 
seminating propaganda. CSIS is aware that certain websites which support or incite 
terrorist violence are sometimes based in Canada. 


The Internet provides those who espouse extremist violence with a multi-faceted tool 
which allows radicalized individuals to communicate with - and learn from - more 
experienced extremists and become more entrenched in a terrorist cause, often 
without leaving Canada. Terrorists exploit the borderless, real-time nature of the 
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Internet to operate in an integrated global manner that is both flexible and dynamic, 
thereby making effective countermeasures by intelligence and security services 
extremely difficult. In 2007-08, CSIS continued to enhance and develop its capaci- 
ties to investigate and understand how terrorists are using the Internet to promulgate 
their ideology and plan their objectives. 


The development of what has been referred to as “homegrown Islamist extremism” 
also continued to be a concern in 2007-08, a threat which refers to the sometimes 
rapid indoctrination and radicalization of young Canadians into the violent ideol- 
ogy espoused and inspired by Al Qaeda. Canada is home to certain individuals and 
groups that support the use of violence to achieve domestic political goals. These 
individuals and groups work outside the legitimate lawful, political and democratic 
system. 


Homegrown extremists are influenced 
and motivated by perceptions that 
Western foreign policies and culture 
pose a direct threat to Islam. They have 
access to information and ideology via 
the Internet that feed their radicalization 
and lead them to embrace violence in 
the perceived defence of their commu- 
nity. Individuals now living in Canada 
who have undertaken terrorist training 
abroad could recruit participants to fight 
against the West, either overseas in 
places such as Afghanistan and 
Pakistan, or to carry out attacks in 
Canada or elsewhere. The Canadian ex- — CSIS Director Jim Judd, speaking at the Raoul 
ela NeM AE SESAOAMINCUCDEISMinvelicemme © Wallenberg International Human Rights Symposium. 
in extremism to be of varied ethnic and | 
socio-economic backgrounds. This 
makes their detection challenging and tracking their activities difficult to achieve. It 
is assessed that homegrown cells will continue to develop and that attacks using a 
variety of tools, from firearms to explosives, will be planned in the hopes of execut- 
ing such attacks within Canada. 


ees haar a hy 
CIGHY trOUDIINS 


= | RNB Se SV) est | 
as been (Al 


Furthermore, the speed with which radicalization appears to be occurring makes it 
more difficult for security and law enforcement agencies to investigate such cells. 
It is also worth noting that the radicalization process appears to be beginning at a 
much younger age. Canada has adopted a “whole of government approach” to 
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better understand radicalization and develop measures to counter it. The threat in the 
current global context extends to non-state actors as well, specifically when dealing 
with Islamist extremism and radicalization within domestic expatriate communities. 
This threat exists not only in large urban centres, but also in suburban communities 
and smaller towns where globalization contributes to radicalization within isolated 
communities. The international and domestic threats from Islamist extremism are 
virtually indistinguishable, as the homegrown variety typically draws inspiration from 
the global jihadist movement. It is therefore impossible to separate the two when 
considering the implications for Canadian national security interests. 


Espionage and Foreign Interference 


While the terrorist threat remains the primary preoccupation for CSIS and its domestic 
and international counterparts, See goes: gathering activities conducted by foreign 
intelligence agencies have not decreased. 
In the recent past, some foreign intel- 
ligence officers - through covert means - 
obtained status in Canada with the inten- 
tion of gathering intelligence and stealing 
technology and intellectual property. 


State-sponsored agents and non-state 
actors are well-educated in the intrica- 
cies of Western immigration and refugee 
programs and policies. Forged and false 
documentation, identity legends and 
fronts are all used to gain a form of legiti- 
mate status within Canada, after which 
their clandestine activities begin. These 
include covert theft, source recruitment 
and handling, and intimidation of immigrant communities within Canada. They also 
cause financial loss to Canadian businesses, which can reduce the confidence in 
Canada’s economic and national security. 


— CSIS Director Jim Judd, speaking to the 
Canadian Association for Security and Intelligence 
Studies (CASIS). 


Canada enjoys a unique position in the world through its economic, defence and 
international partnerships. As a resource-rich, high-technology nation, Canada is an 
industry leader in many areas such as agriculture and bio-technology, communica- 
tions, oil exploitation, mining, the aerospace industry and control systems engineer- 
ing. This favourable position of abundant resources and technological expertise is 
furthered through our access to the U.S. market and the fluidity of free trade across 
the border. As a committed member of NATO and a signatory to numerous bilateral 
and multilateral defence agreements, Canada has access to defence and military 
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technologies through its allies. All of the advantages found in our open and prosper- 
ous industrial and private sectors that attract business and investment opportunities 
are also the same attractive attributes sought by foreign intelligence agencies, interna- 
tional criminal gangs and global terrorist organizations. 


Cybersecurity 


Potential attacks against Canada’s critical infrastructure continued to be a concern in 
2007-08. For some time, Canada has been the target of cyber-related attacks for 
criminal, political or other motives. Canada’s critical infrastructure includes physical 
and information technology facilities, networks and assets. The effective Cue ie 
of industry and government in Canada a 
would be significantly affected should ie 
they be compromised. Such attacks : Attacks on computer networks and 
could also have a serious impact on the ke 
health, safety, security and economic i 
well-being of Canadians should these ogy systems used to be seen as 
critical infrastructures be disrupted or : 
destroyed. 


other critical information technol- 


being largely the work of energeuc 


but often suange young men sitting 

Politically motivated cyber-related at- | 
tacks can originate from a variety of : 
groups, including foreign governments, © evident, however, that some of these 
domestic hackers with an extremist e 
political agenda, or terrorist groups. i 
Open-source reports have also sug- f payrolls of governments, bringing 
gested that foreign intelligence services | 
use the Internet to conduct espionage 
operations as a simple, low-cost, and " utilizing new technologies 
relatively risk-free way to collect classi- | : 
fied, proprietary or sensitive information. | _— CSIS Director Jim Judd, speaking to the Cana- 

: dian Association for Security and Intelligence Studies 
Due to the seamless connectivity of (CASIS). 
global cyberspace, a domestic-based or : : 
foreign perpetrator could also stage an seamen eae 
electronic attack against a Canadian tar- 
get site in seconds. Terrorist groups could use such means e cause economic dam- 
age and serious disruptions to society without bloodshed and without the risk of being 
easily detected or captured. CSIS continued its work in 2007-08 to keep abreast of 
the changes in telecommunications and the Internet and - more specifically - their use 
by individuals and groups posing a security threat to Canada and its interests. 


at their computers. It has become 


young men have graduated to the 


espionage into the highest levels of 
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The spread and adoption of Internet Protocol (IP)-based technologies enable greater 
connectivity within the public and private sectors, but also provide more exploitable 
opportunities for various types of attackers. These technologies are widely under- 
stood by the hacker community and the impact of successful attacks can be more 
severe, due to the uniformity of networks and their underlying architectures. Where 
new systems are connected to old ones, additional vulnerabilities can appear. 


The CSIS Information Operations Centre (IOC) functions as the Service’s interface 

on the cyber-security aspect of the critical infrastructure protection issue. It carries 
out its work in consultation with other Canadian government departments, including 
the Government Operations Centre (GOC), Canada’s national strategic-level opera- 
tions centre. Within the Service, the |OC provides operational assistance to all the 
Service’s operational branches regarding targets’ use of advanced technology and the 
Internet. 


Chemical, Biological, Radiological and Nuclear Threats 


Chemical, biological, radiological and nuclear (CBRN) weapons are commonly 
grouped as ‘Weapons of Mass Destruction’ (WMD). In 2007-08, CSIS continued to 
assess and investigate the potential proliferation of WMD and the threat they pose 
to Canada or Canadian interests. Certain terrorist organizations such as - but not 
limited to - Al Qaeda or its affiliated groups continue to explore ways of obtaining 
and using such materials as part of their terrorist campaigns. 


Chemical and biological weapons are easier and less expensive to produce than nu- 
clear ones, and information on how to use such materials to conduct a small-scale 
attack has become more readily available through open sources such as the Internet. 
It remains very difficult for such groups to obtain or build reliable delivery methods 
to use chemical, biological or radiological materials in a large-scale attack. The 
probability, however, of small-scale CBR attacks occurring somewhere in the world is 
likely to rise as terrorists increase their familiarity and expertise with such materials. 


Even a small-scale CBR attack with little or no casualties would achieve the psy- 
chological impact desired by such groups as a sign that the use of such materials 
would now be part of the equation. Many countries already possess WMD, or have 
the capacity to produce such materials, increasing the risk that such weapons may 
‘fall into the wrong hands’, either inadvertently or via illicit purchase. In 2006, the 
leader of Al Qaeda in Iraq reiterated the call for the organization to acquire WMD to 
use in its campaign. 


On the nuclear front, the proliferation of nuclear weapons, technology and expertise 
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- particularly to less stable or conflict-ridden regions - continues to present a security 
threat to the international community. In November 2006, the International Atomic 
Energy Agency (IAEA) warned that as many as thirty countries could have the 
capacity to develop nuclear weapons in the next several decades, absent successful 
non-proliferation measures. 


However, the likelihood of a terrorist group constructing and using a nuclear explo- 
sive device is extremely low, due to the complexities and expense linked to obtaining 
materials, and constructing and deploying a nuclear weapon. The larger nuclear 
threat remains that of a rogue state, or one which is a sponsor of terrorism, obtain- 
ing nuclear weapons and technology for military use. 


Terrorist Financing 


There have been many changes in the past several years regarding financial intel- 
ligence, primarily as it relates to terrorist financing. Since the incidents of 9/11, 
governments the world over are quickly realizing that “following the money” is an 
essential step in fighting terrorism. For the most part, governments have imple- 
mented, or are in the process of implementing, a variety of anti-terrorist financing 
measures such as: passing pertinent legislation; designating terrorist entities and 
freezing their assets; establishing or enhancing financial intelligence agencies, such 
as the Financial Transactions and Reports Analysis Centre of Canada (FINTRAC); 
reviewing the charity status of non-profit entities implicated in terrorist-related fund- 
ing; and increasing cooperation amongst government agencies, both domestically 
and internationally. 


Many challenges remain as to how international governments can best optimize 
financial intelligence to disrupt or shut down terrorist networks. Motivated by their 
violent ideology, terrorists and their supporters will continue to find ways to raise, 
move and store money to sustain their recruitment and training activities, and to 
launch terrorist attacks. Reports indicate that while terrorist groups continue to use 
methods such as using front corporations or charities to raise and transfer money 
around the globe, they are employing an ever-expanding repertoire of methods utiliz- 
ing all the advantages of modern technology. The Internet and new payment tech- 
nologies provide a plethora of opportunities for exploitation by not only criminals, but 
terrorists as well. 


While many supporters give voluntary donations and some funds are siphoned from 
monies raised through forms of legitimate commerce, many terrorist groups must 
rely, at least to a degree, on revenues generated by illegal activities. This includes; 
passport forgery; drug trafficking; petty crime; fraud (including charity and welfare 
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fraud); and violent crimes such as 
kidnappings and extortion. 


Certain terrorist networks still man- 
age their financial operations much 
like multinational corporations, com- 
plete with bank accounts in different 
countries. However, governments are 
making it increasingly difficult for such 
groups to move funds through financial 
institutions as financial intelligence 
units become more vigilant. In 2007- 
08, CSIS continued to focus attention 
on terrorist financing activities through 
its Financial Analysis Unit (FAU), which 

eee 5 is mandated to conduct financial analy- 
sis on investigations linked not only to terrorism, but also to counter-proliferation 
and counter-intelligence concerns. The CSIS FAU analysts and financial specialists 
are called upon to provide expert support to operational desks on issues relating to 
the financing of terrorists and other threats to Canada’s interests. CSIS works with 
domestic partners such as FINTRAC, the Royal Canadian Mounted Police (RCMP) 
and the Canada Revenue Agency to investigate the financing of terrorists and other 
security threats. Additionally, the CSIS FAU forges liaison relationships with foreign 
allied counterparts to share information and discuss issues of mutual interest in this 
area. 


SECURITY INTELLIGENCE ACTIVITIES 
Intelligence Collection 


In order to fulfill its mandate, the Service often provides advice to the Government 
of Canada in the form of intelligence reports about activities that may constitute a 
threat to the security of Canada. This information is collected from many sources, 
including: interviews with members of the public; liaison and cooperation with fed- 
eral, provincial and municipal partners as well as foreign agencies; human sources; 
technical interception of communications; and the review and analysis of open 
sources, including newspapers, periodicals, academic journals, foreign and domestic 
media broadcasts and other published materials. 


When CSIS has reasonable grounds to suspect that the activities of a person or an 
organization may pose a threat to the security of Canada, it must first establish the 
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appropriate level of investigation. As a guiding principle, CSIS must ensure that it 
applies its powers in a way that is proportional to the threat. As per the CS/S Act, 
warrant submissions must be approved internally by the CSIS Director, and subse- 
quently by the Minister of Public Safety Canada (PS), prior to a warrant going to a 
Federal Court judge for approval. 


The power to authorize intrusive investigation techniques rests solely with the Fed- 
eral Court of Canada. Before such an authorization can be made, CSIS must provide 
solid justification for the proposed use of these techniques in an affidavit. Investi- 
gations that require the use of more intrusive techniques, such as the interception 

of telecommunications, are subject to a rigorous process of challenge and controls. 
The objective of this judicial control is to strike the appropriate balance between 
Canada’s security needs and the protection of individual rights and freedoms. 


In order to ensure a balance between security and individual rights, CSIS observes 
the following operational principles when considering and carrying out its intelIi- 
gence investigations: 


* activities and investigations are subject to Government of Canada laws and 
must respect the rule of law; 


¢ the use of intrusive investigative techniques must be weighed against possible 
damage to civil liberties; 


¢ lawful advocacy, protest or dissent cannot be investigated unless such activi- 
ties are carried out in conjunction with specific threats to national security, as 
defined in the CS/S Act; and 


* the investigative means must be proportional to the gravity and imminence of 
the threat. 


Analysis of Information Collected 


In 2007-08, CSIS analysts continued to use their knowledge of regional, national, 
and global issues to assess the quality of information gathered, and to convert the 
information into useful security intelligence that is shared within the Canadian 
government and with partners in the security and intelligence community. At a 
strategic level, CSIS produces reports on emerging trends and issues that could af- 
fect the security of Canada and that provide context about specific threats and their 
security implications. Strategic assessments are particularly useful to policy analysts 
and strategic decision-makers. On a tactical level, CSIS analyzes, publishes, and 
disseminates intelligence products that address current threats to the security of 
Canada. Additionally, the CSIS Operational Data Analysis Centre (ODAC) provides 
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support to the Service’s operational branches by performing advanced analysis of 
data that is collected on subjects of investigation. 


SECURITY SCREENING PROGRAM 


As a vital component of Canada’s national security framework, the CSIS Security 
Screening program is not only the most visible function undertaken by the Service, it 
is also one of its primary operational responsibilities. 


Government Screening 


Under the Government Security Policy (GSP), federal employees, members of the 
Canadian Forces or persons under contract to a government department, who in the 
performance of their duties have access to classified government assets or infor- 
mation, are required to hold security clearances. The Service assists the originat- 
ing department by providing security assessments to prevent anyone presenting a 
security concern from gaining access to sensitive government assets, locations or 
information. 


Under the GSP. all departments have exclusive authority to grant or deny security 
clearances. It is under the authority of sections 13 and 15 of the CS/S Act that the 
Service may provide security assessments for all government departments and insti- 
tutions. Since the RCMP conducts its own field investigations, CSIS only conducts 
indices checks in support of RCMP assessments. Additionally, the Service’s Govern- 
ment Screening Unit has several site access programs which provide assessments on 
individuals requiring access to major airports, ports and sensitive marine facilities, 
the Parliamentary Precinct, nuclear power facilities, as well as certain provincial and 
federal government departments. These programs also assist in enhancing secu- 
rity and reducing the potential threat from terrorist groups and foreign governments 
that may seek to gain access to classified information or other assets, materials and 
sensitive sites. 


Foreign Screening 


Under reciprocal screening agreements, CSIS provides security assessments or 
related information to the governments of foreign states, to foreign agencies, and to 
international organizations (Such as NATO) on Canadian residents wishing to reside 
in another country and on Canadian residents who are being considered for positions 
requiring classified access in another country. Canadian citizens on whom informa- 
tion is being provided must give their consent in advance. Screening agreements 
with foreign entities are all approved by the Minister of Public Safety after consultation 
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with the Minister of Foreign Affairs and International Trade Canada. 


TABLE 1: 
Government Screening 


_ Department of National Defence (DND) 13,100 8,800 
: Other departments/agencies | 38, ike Ai, 500 


| Parliamentary Precinct % Bi —— T 
Transport Canada 39,400 
~ Nuclear Facilities 17,900 
Special Events Accreditation 0 
_ Free and Secure Trade (FAST) 23,100 
“Provinces ; 100 
- Site Access - Others 2,400 


Foreign checks a — es 
GRAND TOTAL a 


Immigration Screening Program 


While Canada’s long and valued tradition of welcoming immigrants and visitors 
continues, Canada and its allies must maintain a heightened and sustained vigilance 
to counter terrorist acts and espionage incidents which constitute a threat to our per- 
sonal and economic security. Therefore, maintaining the integrity of the immigration 
system is a vital part of strengthening Canada’s security environment. 


The goal of CSIS’s Immigration Screening Program is to prevent non-Canadians who 
pose security risks from entering or receiving status in Canada. The program Is 
founded on the security-related criteria contained in the Immigration and Refugee 
Protection Act (IRPA) and the Citizenship Act, and the Service provides advice to 
CIC as well as to the Canada Border Services Agency (CBSA) via this program. 
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The program has the following essential components: the screening of visitors from 
countries of terrorist and espionage concern; the screening of refugee claimants in 
Canada; the screening of applicants for permanent residence from within Canada 
and abroad; and the screening of applicants for Canadian citizenship. The CSIS 
authority in this regard is provided under sections 14 and 15 of the CS/S Act. 


TABLE 2: . 
Immigration Screening 


Permanent Residents 


Within and Outside Canada 62,800 66,000 
Front-end Screening 17,900 21,800 
Refugee Determination Program 11,600 6,600 
Citizenship Applications 227,300 190,000 


Visitors Visa Vetting 114,500 iti 300 


* Figures have been rounded 


DOMESTIC AND INTERNATIONAL COOPERATION 


In 2007-08 and over the past decade, the Service has increased its intelligence 
and cooperative agreements, both at the national and international levels, to more 
effectively evaluate current and future threats. In doing so, CSIS works with a wide 
variety of partners in Canada and abroad. 


Domestic Cooperation 


With its National Headquarters (NHQ) located in Ottawa, Regional offices in Hali- 
fax, Montreal, Ottawa, Toronto, Edmonton and Burnaby, and District offices in St. 
John’s, Fredericton, Quebec City, Winnipeg, Regina, Edmonton and Calgary, CSIS is 
geographically well-positioned within Canada. This allows the Service to continu- 
ally liaise and cooperate with its many federal, provincial and municipal partners on 
security issues of mutual interest. 
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INTEGRATED NATIONAL SECURITY ENFORCEMENT TEAMS (INSETs) 


One component of such domestic cooperation is the Integrated National Security 
Enforcement Teams (INSETs), which are operationally led by the RCMP. Strategi- 
cally based in locations across the country, INSETs share and analyze information on 
individuals whose activities have been identified as being threats to national secu- 
rity. In 2007-08, CSIS continued its participation in INSETs by sending secondees 
from Regions and Headquarters to work alongside the RCMP and other representa- 
tives such as those from CIC, CBSA, and provincial and municipal police services. 
INSETs increase Canada’s capacity to collect and share intelligence among partners 
concerning targets that threaten national security and their related criminal activi- 
ties, and also create an enhanced enforcement capacity to apprehend such targets 
and bring them before the courts. 


Another method by which CSIS cooperates with its domestics partners is by produc- 
ing and disseminating intelligence reports such as those drafted by our Intelligence 
Assessments Branch (IAB) or threat assessments from the Integrated Threat Assess- 
ment Centre (ITAC), which is housed within CSIS Headquarters. 


INTEGRATED THREAT ASSESSMENT CENTRE (ITAC) 


ITAC was created under Canada’s National Security Policy in April 2004 and has 
been operational since October 15th, 2004. Its primary objective is to produce 
integrated, comprehensive and timely threat assessments for all levels of government 
with security responsibilities, first-line responders such as law enforcement and, as 
appropriate, critical infrastructure stakeholders in the private sector. ITAC’s assess- 
ments, based on intelligence and trend analysis, evaluate both the probability and 
potential consequences of terrorist threats. 


ITAC, a community-wide resource, is staffed by CSIS personnel as well as repre- 
sentatives of the following federal organizations: PS; RCMP; CBSA; DND; FINTRAC; 
the Communications Security Establishment; Foreign Affairs and International 

Trade Canada; the Privy Council Office; Transport Canada; and Correctional Service 
Canada. The Ontario Provincial Police and the Sdreté du Québec also have mem- 
bers assigned to ITAC. These representatives bring the information and expertise of 
their respective organizations to ITAC. 


The Director of CSIS is accountable for the performance of ITAC. In recognition of 
ITAC’s unique mandate as a security and intelligence community-wide resource, the 
Director of CSIS obtains guidance on a regular basis from the National Security Advi- 
sor to the Prime Minister about the strategic direction and overall performance of 
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ITAC. The Director of CSIS also seeks guidance from ITAC’s Management Board, a 
community of heads of departments and agencies that have representatives in ITAC, 
to provide strategic direction to ITAC. 


In 2007-08, ITAC produced and disseminated 348 threat assessments to its clients. 
Additionally, ITAC distributed its ‘Media Watch’ report on a daily basis to federal, 
provincial, law enforcement and private sector clients across Canada. 


In 2007-08, ITAC also provided presentations, briefings and training to a wide vari- 
ety of audiences. For example, briefings were provided to several law enforcement 

training courses, to critical infrastructure stakeholders such as the Canadian petro- 

leum industry, and to first responders such as the Canadian Association of Chiefs of 
Police. 


Canadian security will increasingly depend on the country’s ability to contribute to 
international security. Accardingly, ITAC contributes to a more integrated interna- 

tional intelligence community by cooperating with foreign integrated threat assess- 
ment centres and, in doing so, provides Canada and its partners with international 
perspectives on the worldwide threat posed by terrorism. 


As an essential component of the Government of Canada’s efforts to build an inte- 
grated national security system, ITAC’s threat assessments aim to provide Canada’s 
security community with the information it needs to make decisions and take actions 
that contribute to the safety and security of all Canadians. The Government of 
Canada has also identified ITAC as the primary central point for various threat as- 
sessments which will be prepared by ITAC and partner agencies linked to the 2010 
Winter Olympic and Paralympic Games in Vancouver. 


FOREIGN COOPERATION 


CSIS’s primary focus remains directed on domestic investigations, but under section 
12 of the CS/S Act, the Service also collects security intelligence information abroad 
linked to threats to Canada and its interests which originate in a foreign country. 
With few exceptions, the roots of threats to the security of Canada are located 
outside of our country’s borders. These roots - particularly those feeding terrorist 
movements - are grounded in regions or states abroad which suffer from endemic 
security problems, or are actual war zones. This reality poses serious challenges 
with respect to finding reliable local partners in such areas of conflict, and to giving 
intelligence services the capacity to collect timely and accurate information. 


About 50 CSIS Foreign Officers were located abroad in 2007-08 in approximately 
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30 countries, including Washington, 
London and Paris, among others. These 
officers are declared to the host coun- Se 
tries as being CSIS employees. Their Vat ckr onledgen national 
primary functions are to provide screen- | 

ing support to CIC posts abroad, liaise 
and maintain relations with our inter- 
national partners, and collect security 
intelligence information linked to Canada 
and its interests. Occasionally, CSIS also 
sends Canadian-based officers abroad 

to engage in intelligence activity to fulfill 
the requirements of section 12 of the 
CS/S Act relating to threats to Canada 
and its people. 


The Service has information-sharing ee oe Be A 
arrangements with many foreign organi- Boe a oo al the Raoul 
zations. These agreements give CSIS ational Human Rights Symposium. 
access to intelligence that might not roe ye Bae 
otherwise be available to it. In 2007- 
08, CSIS implemented five new foreign arrangements, and currently has 276 foreign 
arrangements in 147 countries. The Service has one of the most stringent processes 
of all intelligence services with regards to implementing arrangements with foreign 
agencies. Strict standards and guidelines govern CSIS relationships with foreign 
entities and the sharing of intelligence. As per section 17(1)(b) of the CS/S Act and 
Ministerial Directives on ‘Foreign Arrangements & Cooperation’, prior to entering 

into such agreements, each of the Service’s foreign arrangement requests must be 
reviewed by the Minister of Foreign Affairs and approved by the Minister of Public 
Safety. Furthermore, the Service has implemented internal policies, procedures and 
mechanisms to ensure sound management practices with regards to those foreign 
arrangements. 


Additionally, the Security Intelligence Review Committee (SIRC) and the Inspector 
General (IG) carefully examine the Service's foreign arrangements and monitor the 
exchange of information to ensure the terms of the arrangements are upheld. 


In 2007-08, CSIS continued to monitor the human rights situation in all partner 
countries on an ongoing basis. It also reviewed various government and 
non-government human rights reports and assessments of all countries with which 
the Service has implemented ministerially approved foreign arrangements, an 
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ongoing practice which is part of the Service’s management and assessment of its 
foreign relationships. CSIS also continued to implement the recommendations made 
by the O’Connor Commission of Inquiry regarding the Service’s management of its 
exchanges with foreign agencies. 


nside CSIS 
OUR PEOPLE 


In 2007-08, CSIS had 2,529 full-time equivalent (FTE) employees. Many people 
perceive all CSIS employees as being “spies”. In actuality, what one sees in James 
Bond and similar movies and novels pertaining to the intelligence business - while 
quite entertaining - is far removed from reality. In fact, the CSIS workforce consists 
of a wide range of individuals working in positions such as intelligence officers (IOs), 
analysts, surveillants, information management and technical specialists, security 
screening investigators, translators, interpreters, corporate management and admin- 
istrative support staff, among others. - 


The CSIS workforce is diverse. In 2007-08, it was split evenly along gender lines, 
while visible minorities were represented in higher proportions than the average for 
the federal public service. Sixty-five percent of our employees speak both of Cana- 
da’s official languages. In addition, 42 percent of our IOs can speak a language 
other than English or French. Collectively, our employees speak about 100 lan- 
guages. 


In 2007, several CSIS employees were awarded a Public Service Award of Excel- 
lence for their work in the evacuation of Canadian citizens from Lebanon during the 
Israel-Lebanon conflict in the summer of 2006. That award recognizes employees 
who have demonstrated excellence in achieving results for Canadians that reflect the 
current values, ethics and priorities of the public service of Canada. 


Also, in November 2007, CSIS was awarded the Chair’s Cup at the 2007 Govern- 
ment of Canada Workplace Charitable Campaign (GCWCC) Achievement Celebra- 
tion, in recognition of its campaign. The Chair’s Cup recognizes overall campaign 
excellence in a department or agency, and CSIS was chosen by the GCWCC as the 
award’s recipient for 2007. CSIS employees contributed more than $164,000 to 
the 2007 GCWCC. 
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EMPLOYEE RECRUITMENT 


CSIS has made it a priority to recruit a “We have very professional and dedi- 
new generation of professionals reflect- 
ing the current demographic realities of 
@ adem ine Service continues to at. 7 .acore mandate of government, and, 
tract many bright young Canadians to its 
ranks, people who have the knowledge, 
aptitude, skills and passion for modern personal risk. But we also recognize 


caled employees, people who fulfill. 


increasingly, with a higher level of 


intelligence work and the desire to pro- 
tect Canada’s national security. 

In 2007-08, CSIS participated in 62 
career fairs, provided 111 information 
briefings on IO positions and par- 
ticipated in eight employee recruitment 
sessions held at various receptions and 
cultural events. 


_ the need to build on those strengths by 


attracting new types of expertise and 


talent”. 


— CSIS Director Jim Judd, speaking to the Canadian 
Association for Security and Intelligence Studies (CASIS) 


In October 2007, an academic advisory 

board, which oversees the selection process for the ‘Canada’s Top 100 Employers’ 
competition as published in Maclean’s magazine, named CSIS as one of the ‘Top 
20 Employers in the National Capital Region’. This special designation recognizes 
the Ottawa-area employers that lead their industries in offering exceptional places to 
work. 


CSIS Workforce 2007-08 


No. of FTES» 2,529 

Average age of CSIS employees 4l 

% of bilingual employees 

(English and French) 65% 

% of |Os who speak a language other than English or French 42% 
49% 


% of women 


% of CSIS managers from IO stream 71% 
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TABLE 4: 


CSIS Workforce 2007-08 


le INES) 


2000-2001 2002-2003 2004-2005 2006-2007 
1997-1998 1999-2000 2001-2002 2003-2004 2005-2006 2007-2008 


National Headquarters 


In order to meet the Service’s evolving needs linked to its increased responsibilities, 
CSIS was granted approval to proceed with an expansion project to its NHQ in Otta- 
wa. As a result, preliminary site access work began in 2007-08 and the Service is 
anticipating the beginning of the construction of a five-storey tower next to its NHQ 
building. The new tower will meet the highest standards in environmental steward- 
Ship as well'as water and energy efficiency. Environmental and security studies have 
been carried out to ensure that the new tower will not have a detrimental impact on 
the surrounding environment or neighbourhood. Estimated completion of the tower 
is forecast for 2011. 
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NAL PROFILE: QUEBEC REGION 


Quebec Region office, located in Montreal, continued 
the intelligence community in its geographical area 
ferences and meetings with its various partners on 

e issues of mutual interest; 


also very active in its employee recruitment efforts in 
y in the IO, surveillance, technical and linguistic fields; 


d in approximately 10 employee recruitment or ca- 
the private sector and at universities; 


ontinued its networking efforts with various university 
It sentres to encourage graduating students to apply for 
aS Re 


Region offered approximately 30 outreach briefings 
cultural, university, private sector and intelligence 
| an effort to provide a greater understanding of the 


CSIS FINANCIAL RESOURCES 
CSIS’s final expenditures for 2007-08 totalled $389 million. 


The Service’s financial resources have increased since 2001-02 partly as a result 
of new funding for public security and anti-terrorism initiatives allocated in the 
December 2001 Federal Budget. In addition, CSIS received resources for its part in 
the Government of Canada’s Marine Security Initiatives and the Canada—U.S. Smart 
Borders Declaration. Additional funding was also provided to augment the Service's 
foreign collection capabilities and to administer the ITAC. 


In 2007-08, additional funding was allocated through the Federal Budget in order to 
help CSIS maintain its operational capacity and expand its National Headquarters. 


Finally, the 2008 Federal Budget committed $10 million over two years to Canada 


Revenue Agency’s Charities Directorate and to CSIS in order to bolster existing ca- 
pacities to combat terrorist financing. 
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TABLE 5: 
CSIS Financial Resources — ae 


2007-08 


Construction (National Headquarters) 
Operating 
Salaries 


($ millions) 


1998-1999 | 1999-20001 2000-2001 | 2001-20021 2002-20031 2003-2004 | 2004-2005 | 2005-20061 2006-2007 | 2007-2008 


Actual Expenditures 


Construction costs shown are for the expansion of the CSIS NHQ. Costs incurred 
from fiscal year 2002-03 to 2006-07 represent expenditures associated with the 
project definition stage. In 2007-08, costs incurred were mainly attributable to site 
preparation. Preliminary site preparation began in the spring of 2008. 


REVIEW AND ACCOUNTABILITY 


The CSIS Director is accountable to the Minister of Public Safety. The Minister of 
Public Safety is responsible for providing Ministerial Direction to the Director of CSIS 
on matters concerning the policies, operations and management of the Service. 


CSIS is bound by the legislation spelled out in the CS/S Act. The operational activi- 
ties of the Service are reviewed on an ongoing basis by two review bodies estab- 
lished by Parliament in the CS/S Act. In fact, CSIS is one of the most reviewed 
intelligence organizations in the world, with more than half of the sections in the 
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CS/S Act addressing review and ac- 
countability issues. 


The Service must also respect a variety 
of other federal statutes, such as the 
Access to Information and Privacy Acts, 
the Official Languages Act and others. 
In 2007-08, the CSIS Access to Infor- 
mation and Privacy (ATIP) Unit received 
150 access to information requests, and 
745 privacy requests. Like other federal 
institutions, certain CSIS activities are 
also reviewed by the Office of the Audi- 
tor General and the Canadian Human 
Rights Commission. 


As a result of the combined efforts of 
SIRC and the IG, which conducted 
reviews of various CSIS cases in 2007- 
O8 as part of their respective mandates, 
CSIS has become a more effective and 
professional organization. CSIS remains committed to working with these review 
bodies and maintaining a productive and professional relationship with them. 


— CSIS Director Jim Judd, speaking at the Raoul 


Wallenberg International Human Rights Symposium. 


The Inspector General (IG) 


The mandate of the IG of CSIS is to support the Minister of Public Safety in exercis- 
ing ministerial responsibility for the Service. The IG is responsible for monitoring 
CSIS compliance with operational policies, reviewing its operational activities, and 
reviewing and issuing a certificate indicating the degree of satisfaction with the Di- 
rector’s Annual Report on CSIS activities, which is provided to the Minister of Public 
Safety under section 33 of the CS/S Act. 


The Security Intelligence Review Committee (SIRC) 


SIRC was established in 1984 as an independent, external review body which 
reports to the Parliament of Canada on Service operations. Each year, SIRC under- 
takes a series of reviews of operations and activities conducted by CSIS, and pub- 
lishes an annual report that is tabled by the Minister in Parliament and available to 
the public. The SIRC Annual Report provides an unclassified overview of its various 
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studies of CSIS issues conducted during the fiscal year. Following each review, SIRC 
provides its observations and recommendations, all of which are given careful con- 
sideration for implementation by the Service; in fact many of SIRC’s recommenda- 
tions are implemented. SIRC also investigates public complaints against CSIS, and 
has access to all information under CSIS’s control (except for Cabinet confidences). 
SIRC informs the Minister of Public Safety of its investigative findings on an ongoing 


basis. 


Management Accountability 


To strengthen accountability across the Federal Public Service, the Treasury Board 
Secretariat (TBS) developed a tool entitled the Management Accountability Frame- 
work (MAF). This provides all public service managers with a list of management 
expectations and suggests ways for departments and agencies to move forward and 


to measure progress. 


The MAF observations of CSIS in 2007-08 were generally positive. TBS acknowl- 
edged the Service’s status as an excellent employer with innovative human resource 
pees that attract and retain peo Staff. Also, the Service was recognized as 


“In the realm of traditional public com- 
munications, it is increasingly important 
for us to be able to explain both what 
we do - and what we do not - and how. 
While there will always be limits on 
what we can and cannot discuss public- 
ly, there Is a clear Imperative for a better 


understanding of an organization such 


ds ours, given the mandate we have and 


the misconceptions. that often surround 


our work”. 
— CSIS Director Jim Judd, speaking to the Canadian 
Association for Security and Intelligence Studies (CASIS). 


30 


having improved since the 2006-07 
MAF assessment in areas Such as: 
‘Effectiveness of Financial Manage- 
ment Controls’; ‘Effectiveness of the 
Corporate Management Structure’; and 
‘Managing Organizational Change’. 


In its 2007-08 assessment, TBS 
recommended that in 2008-09, the 
Service focus on the CSIS ‘Corporate 
Performance Framework’. The develop- 
ment of a ‘Management, Resources, 
and Results Structure’ will also more 


clearly explain what results CSIS strives 


to achieve in carrying out its mandate. 
It will also provide a comprehensive list 


| of programs managed by the Service 


in support of its objectives in order to 


| assess results of its performance on an 
/ annual basis. 
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PUBLIC COMMUNICATIONS 


In a poll* conducted in December 2007, 65% of Canadians queried indicated some 
level of awareness of CSIS, and 81% of those cited either ‘moderate’ or ‘high’ con- 
fidence in the Service. These numbers have remained virtually unchanged over the 
past five years. 


CSIS is often labelled as a secretive agency. However, CSIS is not a secretive organi- 
zation, but rather one which, due to the nature of its work, must deal in secrets and 
classified information and activities. Although the Service takes a number of initia- 
tives to keep Canadians informed about what it is and what it does, the nature of 
security intelligence work prevents CSIS from discussing the details of its operational 
activities and information. Where it can, however, CSIS does reach out to Canadians 
in order to better explain the Service’s role, mandate and organization in general. 


For example, in 2007-08, CSIS: 


¢ responded to over 330 media queries; 
¢ responded to more than 990 public queries; 


* provided testimony by the Director or other high-level managers before vari- 
ous Parliamentary and Senate Committees; 


* continued to distribute information through its Public Report, backgrounders 
and brochures; 


* continued to maintain its public website. 


Aside from its public and media communications program, the Service also par- 
ticipates in many outreach initiatives so as to better explain to various communi- 
ties who we are and what we do. In 2007-08, CSIS continued its efforts in this 
regard by providing briefings and presentations to: 


* academic and ethno-cultural communities 
¢ Canadian business leaders 
* non-governmental organizations 


¢ universities. 


In 2007-08, CSIS participated in regional events of the federal Cross-Cultural 
Roundtable on Security, in career fairs, employee recruiting events at universities, 
and community festivals. 


2 Source: EKOS Research Associates 2008. 
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The CSIS Director and Deputy Director also participated in the Canadian Association 
for Security and Intelligence Studies (CASIS) Conference in November 2007, which 
was held in Calgary. Additionally, the CSIS Director delivered a keynote speech at 
the Carleton University Alumni Association Luncheon in May 2007. 


In November 2007, CSIS hosted its 12th Annual ‘Youth Day’ at its National Head- 
quarters, where 57 Grade 9 students who are children of Service employees partici- 
pated in presentations and activities designed to provide them with a better insight 
as to what CSIS does, and the various types of work undertaken by its employees. 
The ‘Youth Day’ event is sponsored by the Learning Partnership, a non-profit organi- 
zation of business people, educators, labour and community leaders committed to 
creating challenging learning and career opportunities for young people and to show- 
ing them how important skills, training and education are critical to their success. 


Lastly, the CSIS website (www.csis-scrs.gc.ca) continued to be a popular Internet 
destination for those looking for information about the Service and on various issues 
associated with its work. The following chart provides approximate figures on the 
number of times various pages on the CSIS site were viewed in 2007-08: 


CSIS Website — 2007-08" 


Website (total views of all pages) : 6,468,236 


Integrated Threat Assessment Centre 3 64,160. 


Perspectives 


Recruitment information and job postings AN 3, HOAsO26 
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nnexes 
CSIS Organization 2007-08 


Director 


Assistant Director 
Legal Services 


Deputy Director 


Operations 


Assistant Director | Assistant Director Assistant Director | Assistant Director Assistant Director 


- Administration 
and: Finance 


: 


Intelligence Operations Human Secretariat 
Resources 


ou 
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CONTACT US 


NATIONAL HEADQUARTERS: 

Canadian Security Intelligence Service 

PO Box 9732, Station T 

Ottawa ON K1G 4G4 

Tel. 613-993-9620 or 1-800-267-7685 toll-free (Ontario only) 


TTY 613-991-9228 (for hearing-impaired, available 24 hours a day) 


MEDIA AND PUBLIC LIAISON QUERIES: 
CSIS Communications Branch 

PO Box 9/732. Station Ti 

Ottawa ON K1G 4G4 


Tel. 613-231-0100 


REGIONAL OFFICES: 
Atlantic PO Box 126, Station Central 
| Halifax NS _B3J 3K5 
Tel. 902-420-5900 


Quebec PO Box 2000, Station A 
Montreal QC H3C 3A6 
Tel. 514-393-5600 
or 1-877-223-2265 toll-free (Quebec only) 


Ottawa PO Box 9732, Station T 
Ottawa ON K1G 4G4 
Tel. 613-998-1679 
or 1-800-267-7685 toll-free (Ontario only) 


Toronto PO Box 760, Station A 
Toronto ON M5W 1G3 
Tel. 416-865-1480 


Prairie PO Box 47009 


(Alberta, Saskatchewan, 62 City Centre 
Manitoba, Thunder Bay) Edmonton AB T5J 4N1 


Tel. 780-401-7800 
or 1-800-661-5780 toll-free (Prairie only) 


British Columbia PO Box 80629, Station South 
Burnaby BC V5H 3Y1 
Tel. 604-528-7400 
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